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Overview
When public health agencies lack access to clinical data, illnesses spread undetected, the health system becomes 
overburdened, and health care costs, illnesses, and deaths rise. The water crisis in Flint, Michigan, and the 
COVID-19 pandemic demonstrate shortcomings in the collection of public health data and their ramifications.1 

By collecting and analyzing better data, public health agencies can more effectively identify and prevent the 
spread of emerging threats; anticipate surges of illnesses and deploy resources where they are needed most; 
identify communities that are disproportionately threatened by disease and lack access to care; and design more 
effective and equitable interventions. Agencies can also share more information—with health care providers to 
improve clinical practice, with scientists to aid research, with elected officials to inform policy, and with members 
of the general public to guide their daily behavior.

Most health care providers already use electronic health records (EHR) to manage their patients’ medical 
information. By employing those products to automatically report data about infectious diseases and other 
health threats to public health agencies, health care providers can significantly reduce or eliminate burdensome 
effort on their part to report and improve the timeliness, accuracy, and completeness of the data they share. 
Unfortunately, a sizable proportion of case data is still reported via manual processes such as fax and phone, 
which creates administrative work, introduces human errors, and slows the analysis and use of information. And 
when diseases spread hour by hour and day by day, speed matters.

Policies and practices designed to drive automated electronic reporting vary among providers and states. To 
modernize public health data, federal and state policymakers, public health officials, health care providers, and 
health IT developers need a baseline understanding of how jurisdictions are regulating and promoting automated 
electronic reporting. 

This report from The Pew Charitable Trusts provides a first-of-its-kind analysis of these policies and practices 
across all 50 states and the District of Columbia (referred to as jurisdictions throughout the report) that govern 
how clinical data flows to state public health agencies via four methods: case reports, lab reports, syndromic 
surveillance, and immunization information systems.

 • Case and lab reports provide state and local health departments with information about individual patients 
with conditions of public health importance, such as communicable diseases, environmental illnesses, 
or other conditions of public health importance (for example, some types or instances of cancer or lead 
poisoning).2 Public health agencies use the data to monitor and detect threats and design strategies to 
reduce disease spread and impact.

 • Syndromic surveillance is an early-warning system that uses de-identified reports (with identities redacted) 
of symptoms and syndromes captured primarily from emergency departments. The data enables agencies 
to detect and identify emerging threats quickly and perform real-time monitoring of known health risks.

 • Immunization information systems collect data on individual vaccinations—especially for childhood 
vaccines—to track immunization rates, identify communities that may lack access to vaccines, and 
investigate cases and outbreaks of vaccine-preventable diseases. Patients and providers also use the 
systems to keep track of their immunization records.

The report is informed by the direct examination of each jurisdiction’s public health statutes and regulations 
(conducted from May to August 2021) and by interviews with 266 public health officials in the District of 
Columbia and every state except Kansas, Maine, and Wyoming (conducted from October 2022 to April 2023). 
Researchers designed the interviews to supplement the policy analysis with more on-the-ground feedback about 
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how these policies are implemented. Together, the findings about policy and practice provide a comprehensive 
view of what is driving data modernization. Although these interviews covered topics related to jurisdictions’ 
exchange of data with health care providers and other government institutions, researchers interviewed only 
state officials; thus, this report does not reflect the perspectives of health care providers or federal, local, tribal, or 
territorial institutions, except for the District of Columbia. 

Among the key findings:

 • Each state has unique needs and capacities. There is no single approach to modernizing public health data, 
but jurisdictions can still learn from each other and adopt common approaches and solutions.

 • Federal and state agencies that govern public health data can do more to improve reporting by enabling and 
encouraging health care providers to meet requirements, rather than through enforcement. For example, 
although only 13 jurisdictions require syndromic surveillance reporting, participation is widespread 
nationally, in part because of Medicare incentives.

 • State public health officials commonly cited staffing shortages, outdated IT infrastructure, and inadequate 
funding as the reasons for not investing in modern IT systems and expert staff to collect, analyze, and use 
electronic data.

 • State public health officials said some providers—including smaller and rural providers—do not have the 
resources to invest in automated electronic reporting systems, and officials are concerned that requiring 
them to do so may discourage reporting altogether. For smaller providers, some jurisdictions have created 
alternative methods to enable them to report more data electronically without having to adopt expensive 
technologies.

 • Positive signs demonstrate that more case reports can be automated and electronic, as opposed to 
manually transmitted via fax and phone. This will help improve the timeliness and accuracy of the data that 
public health agencies need to detect and prevent diseases more effectively.

Policymakers and public health practitioners can take some steps to modernize public health data reporting. 

 • States should measure their baseline performance on data reporting—such as automated electronic 
reporting as a proportion of all reports, data timeliness, and completeness—to prioritize areas that need 
the most improvement, inform policies and strategies, and track progress. Officials could also benefit from 
engaging their counterparts in peer states to better understand how policy, staffing, funding, and other 
practices affect data quality. States can also share their experience with federal agencies to inform national 
data-modernization efforts.

 • Federal and state policymakers should explore ways to improve data from under-resourced health care 
providers that cannot afford automated electronic systems, such as incentivizing the use of web portals or 
batch uploads for providers that report at low volumes. These systems are not fully automated, but they 
can still reduce the burden on providers and public health agencies and improve data quality.

 • As the federal government works to standardize public health data exchange, it should engage health care 
providers and public health agencies to ensure that the incentives, standards, and processes they design 
are practical and achievable for a broad array of data reporters and users. In addition, state and local 
governments should provide their public health agencies with the resources needed to participate in federal 
data-modernization efforts.
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Glossary
These terms are defined in the context of public health data reporting. Some may have different connotations in 
other fields of health and technology.

Automated electronic reporting. The use of health information technology (e.g., electronic health record 
systems) by health care providers (such as doctors, pharmacists, vaccine administrators) to send clinical data 
(e.g., symptoms, diagnoses, treatments, outcomes, demographic details) to state, tribal, local, territorial, and/or 
federal public health agencies.

Batch upload. Transmitting data files that contain large sets of clinical data, typically for more than one patient 
and optimally in standardized formats that allow for rapid processing and analysis.

BioSense Platform. Defined by the Centers for Disease Control and Prevention (CDC) as “a cloud-based early 
detection and monitoring system that helps the public health community protect Americans from injuries, 
emerging diseases, and environmental disasters.” See also National Syndromic Surveillance Program (NSSP).3

Case report. A set of individualized patient data generated by a clinical care organization and submitted to 
a public health agency as required by law or regulation. It often includes symptoms, lab results, diagnoses, 
treatments, outcomes, demographic data, and other details extracted from an electronic health record.

Data Modernization Initiative. The CDC’s “multi-year, multi-billion-dollar effort to modernize data across the 
federal and state public health landscape.”4

Electronic case reporting (eCR). Per the CDC, “the automated, real-time exchange of case report information 
between electronic health records and public health agencies.”5 The general, unabbreviated term may refer to 
any electronic technology used to transmit clinical case data but not necessarily via automated systems. All eCR 
technologies fall into the category of electronic case reporting, but not all electronic case reporting qualifies as eCR.

Electronic health record (EHR). Per the Office of the National Coordinator for Health IT (ONC), “a digital 
(computerized) version of patients’ paper charts. … EHRs are real-time, patient-centered records. They make 
information available instantly, ‘whenever and wherever it is needed.’ And they bring together in one place 
everything about a patient’s health.”6

Electronic initial case report (eICR). A standards-based electronic file that is generated by an EHR and 
transmitted to a public health agency to support eCR. 

Electronic lab reporting (ELR). According to the CDC, ELR is “the transmission of digital laboratory reports from 
laboratories to health care and public health partners.”7 

Electronic reporting. The use of any electronic tool to report data to public health. All eCR and ELR technologies 
fall into the broader category of electronic reporting, but states may define electronic reporting in policy in broad 
ways that include manual technologies such as fax or email.

Flat file. A single table of data in a simple, text-based format.

Health care provider. A trained and licensed clinical care professional (for example, primary care physician or 
nurse practitioner, specialist, school nurse, pharmacist, vaccine administrator) and/or facility offering health care 
(such as a hospital, emergency department, pharmacy, school). Throughout the report, context indicates when 
the term refers to individuals, hospitals, and/or health systems.
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Health equity. The guiding principle that health is a fundamental human right and that all people—regardless of 
their identity, income, or location—should have access to the resources they need to be as healthy as possible, such 
as effective medical care, quality education, safe and affordable housing, nutritious food, and clean air and water.

Health information exchange (HIE). An organization or technological platform that facilitates the electronic 
sharing of health data, in compliance with all applicable patient privacy laws. It may also refer to the act of 
exchanging data via those organizations or platforms.

Health Information Portability and Accountability Act (HIPAA). The 1996 federal law that establishes the rights 
of patients to protect the privacy and confidentiality of personally identifiable information in their medical and 
health insurance records.8 It allows patients to access their own records and health care providers to share certain 
information with authorized recipients, including public health agencies when states designate the information  
as reportable.

Health Level Seven International (HL7). A not-for-profit “standards developing organization dedicated to 
providing a comprehensive framework and related standards for the exchange, integration, sharing and retrieval 
of electronic health information that supports clinical practice and the management, delivery and evaluation of 
health services.”9

Immunization Information Systems (IIS). Per the American Immunization Registry Association, “previously 
known as immunization registries, [IIS] are confidential, population-based, computerized databases that record all 
immunization doses administered by participating providers to persons residing within a given geopolitical area.”10

Interoperability. The ability of two or more electronic systems to exchange health information and use the 
information once it is received.

Lab report. A set of data that a lab generates and submits to a public health agency that may include lab test 
orders from health care providers, results, and other patient information.

Manual reporting. The use of fax, phone, mail, and other technologies to report case, lab, or immunization data 
to public health agencies. As opposed to automated electronic reporting, these processes require health care 
providers and public health officials to enter, transmit, receive, and process the data, which causes delays and 
may introduce errors.

National Syndromic Surveillance Program (NSSP). The CDC’s effort to collect electronic data from emergency 
departments across the United States. It collects and manages the data via the BioSense Platform.11

Notifiable diseases. Diseases and other health conditions that state and local health agencies report to the CDC.

Policy. Unless otherwise noted in this report, it refers to the CDC’s definition: “a law, regulation, procedure, 
administrative action, incentive, or voluntary practice of governments and other institutions.”12

Promoting Interoperability Program. A Medicare program that uses reimbursement incentives to promote 
public health data reporting via electronic health records that are certified by the ONC.

Reportable diseases. Diseases and other health conditions that health care providers must report to state,  
tribal, local, or territorial public health agencies, usually communicable diseases and environmental hazards  
that can pose a significant health threat. State, tribal, local, or territorial policies designate which diseases must 
be reported.

Reporters/data reporters. Health care providers who submit clinical data to public health agencies.
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Surveillance/disease surveillance. The public health practice of using data to detect and monitor emerging and 
existing threats, especially communicable diseases.

Syndromic surveillance. An early-warning system that uses de-identified reports of symptoms and syndromes 
captured primarily from emergency departments. The data enables agencies to detect and identify emerging 
threats quickly and perform real-time monitoring of known health threats.

Key findings and themes 
The following table summarizes data-reporting policies of the 50 states and District of Columbia.

Table 1

* This excludes states that collect syndromic surveillance data under authorities established through broader statutes or regulation. 

† States that require reporting for children’s immunizations alone vary in how they define ages of children.

© 2024 The Pew Charitable Trusts

Case Lab Syndromic Immunization 

Where is reporting 
required in statute or 
regulation?

51 jurisdictions 51 jurisdictions 13 jurisdictions*

34 jurisdictions for all 
ages; 11 jurisdictions 
for only childhood 

immunizations† 

Where is automated 
electronic reporting 
required in statute or 
regulation?

0 3 4 0

Where is electronic 
reporting required in 
statute or regulation?

3 7 4 5

What methods are 
specified as optional in 
statute or regulation?

Phone, 46 
Electronic, 34 

Fax, 25 
Mail, 19 
Email, 3 

Web portals, 3 
Automated  
electronic, 2

Phone, 38 
Electronic, 27  

Fax, 20 
Mail, 16 

Automated  
electronic, 7 

Web portals, 6  
Email, 2

Automated  
electronic, 2 
Electronic, 1 

File transfer protocol, 1 
Batch messages, 1

Electronic, 14 
Automated  
electronic, 7  

Web portals, 7 
Fax, 1 

Mail, 1 
Phone, 1

Who is required to 
report data?

Health care  
providers, 51  
Hospitals, 45 

Schools and school 
officials, 37 

Child or day care 
centers, 30 

Labs, 21 
Correctional  
facilities, 14 

Pharmacists, 13 
Veterinarians, 10

Labs (including in 
hospitals), 51  
Health care  
providers, 2

Emergency 
departments, 10  

Urgent care centers, 3 
Health care  
providers, 2 

Inpatient facilities, 2

Pharmacists, 37 
Health care  

providers, 32  
Hospitals, 15  

Schools and school  
officials, 11 

Child or day care 
centers, 8 

Insurers or health 
plans, 7
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In addition to analyzing state policy on paper, Pew interviewed state public health officials to understand how 
those policies were implemented in practice. The following themes emerged from those interviews.

State and federal public health agencies can improve public health data reporting by learning from each 
other. Each jurisdiction has unique populations and diverse health priorities. Resources vary, too, which affects 
the capacity of health departments and health care providers to buy and implement modern data-management 
systems. Reflecting this diversity, states take a wide variety of approaches to enable, encourage, and require 
health care providers to share timelier, standardized, and accurate clinical data with public health agencies—and 
they have a diverse set of outcomes to show for it. There is no one-size-fits-all solution, but that does not mean 
50-plus different solutions are necessary. Common approaches and solutions are useful to modernize data even 
within this variability.

States and the federal government do more by enabling and encouraging data reporters to meet requirements 
than by enforcing them. To compel reporting, nearly every state has enforcement mechanisms that range from 
fines to imprisonment. However, none of the interviewees could recall an instance in which any sanction was 
imposed on a noncompliant reporter. Instead, they said that informing providers about data quality, timeliness, 
and completeness—and sometimes escalating communications to more senior officials—often improved 
the issues without stronger action. Interviewees also reported that incentives, such as Medicare’s Promoting 
Interoperability Program, effectively improved reporting.

Automated electronic reporting has been shown to generate timelier, more complete, and more accurate data 
than manual reporting.13 However, the functionality and performance of the EHR systems and the implementation 
of technological data-sharing standards also significantly affect data quality. States do not necessarily collect 
better data if they require automated electronic reporting without also investing substantial time and effort into 
working with data reporters to evaluate and improve data quality.

The rapid adoption of eCR during the pandemic for reporting COVID-19 
and the increasing use of ELR over the past 20 years or so indicate that case 
reporting can shift from manual to automated electronic systems given enough 
time, funding, staff, training, and political will.” 

Case reporting made strides during the COVID-19 pandemic but still needs urgent improvement. Although 
every state requires health care providers to notify public health agencies about infectious diseases, 
environmental illnesses, and other threats via case reports, officials in many jurisdictions said that cases were 
underreported and most likely to be reported for rare diseases or immediately reportable conditions (such as 
measles or meningococcal disease). As a result, officials said they tend to rely on lab reports, rather than case 
reports, as their primary source of information about emerging diseases. However, health departments need both 
case and lab data to have the most comprehensive and timeliest possible view of their communities’ health.

Further, when this research was conducted, health care providers and public health agencies widely used 
electronic case reporting (eCR) systems to report and collect COVID-19 data, but they continue to use fax, mail, 
and other reporting methods for other diseases. These older technologies require providers and practitioners 
to manually enter, transmit, and synthesize data, which slows analysis and introduces human error. A few 
jurisdictions are using eCRs for some additional conditions, but none is using it for all reportable conditions. 
Officials in about half of the jurisdictions Pew interviewed said that, although their state health departments 
receive some eCR, they do not incorporate the data into their surveillance systems. And even though most state 
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health agencies and providers use technological standards such as Health Level 7 (HL7) to help automate data 
sharing, several officials said data quality still suffers and additional national standards are still needed.

By comparison, interviewees from about two-thirds of jurisdictions estimated that at least 90% of lab reports 
were transmitted via electronic lab reporting (ELR). Only two jurisdictions’ officials estimated the figure was less 
than 70%. Officials from a few jurisdictions did not provide estimates. Almost all interviewees estimated that 
they received most vaccination reports from health care providers—ranging from 50% to 95%—via automated 
electronic means. By design, virtually all syndromic surveillance data is reported by health care facilities via 
automated electronic systems.14

The rapid adoption of eCR during the pandemic for reporting COVID-19 and the increasing use of ELR over the 
past 20 years or so indicate that case reporting can shift from manual to automated electronic systems given 
enough time, funding, staff, training, and political will.

To ensure that reporting requirements do not exacerbate health inequities, public health officials want to 
accommodate providers with fewer resources. In interviews, officials in many jurisdictions said it is cost-
prohibitive for small and often rural providers to use their IT systems for automated electronic public health 
data reporting. They also said staffing shortages made it difficult for providers to adopt them. And officials in 
several jurisdictions said that some providers lacked adequate internet access to report data electronically. As 
a result, interviewees stressed the need for flexible reporting policies that can still improve data without setting 
unachievable requirements. 

For example, during the pandemic, Oklahoma shifted away from receiving faxes of lab reports by establishing 
a laboratory reporting system that could still accommodate health care providers without ELR capabilities to 
submit lab results for COVID-19 via spreadsheet-type .CSV files or manual entry.15 The laboratory system was 
designed to check for missing data fields for all reporting methods. The state’s health department reported that 
this flexibility has significantly improved data completeness and it is considering expanding this approach for 
other conditions.

Most jurisdictions cited lack of fundamental resources to improve reporting. When asked to identify the biggest 
barriers to improving public health data exchange, most respondents said limited capacity, citing staffing 
shortages, outdated IT infrastructure, and inadequate funding. Without sustained and predictable funding, 
public health officials said they are reluctant to invest in the IT systems and expert staff that they need to collect, 
analyze, and use electronic data.

Because of the qualitative nature of the interview data presented throughout this report, specific terms are 
often used to refer to numerical ranges of jurisdictions. A “few” jurisdictions means three or four; “several” 
means five to 10; “many” means 11 to 30; “most” means 31 to 37; and “almost all” means 38 or more.

Background
Why does data matter to public health?
Just as doctors need data to diagnose and treat their patients, public health agencies rely on data to measure and 
improve the well-being of their communities.

Data enables public health agencies to provide essential services such as:16
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 • Detecting and investigating infectious and environmental health threats.

 • Monitoring the health of the population.

 • Identifying health inequities, which the World Health Organization defines as “differences in health status 
or in the distribution of health resources between different population groups, arising from the social 
conditions in which people are born, grow, live, work, and age.”17

 • Designing and implementing evidence-based policies and practices to prevent and manage illness, improve 
health, and reduce inequities.

 • Allocating funds and workforce more efficiently and effectively.

 • Evaluating the impact of their interventions and adjusting as needed.

In turn, individuals and organizations rely on information from public health agencies, including health care 
providers who use it to guide clinical practice, scientists to conduct research, elected officials to develop policy, 
and the general public to guide their daily behavior.

Where do public health agencies get their data?
Public health agencies receive data from a variety of sources within and outside the health sector, such as 
emergency departments, pharmacies, and schools. Doctors’ offices, hospitals, health systems, and labs generate 
troves of data from millions of daily patient interactions.18 This report examines the state-level policies and 
practices that govern how clinical data flows to state public health agencies via four streams: case reports, lab 
reports, syndromic surveillance, and immunization information systems.

Case reports provide state and local health departments with information about individual patients with 
communicable diseases, environmental illnesses, or other conditions of public health importance (e.g., cancer, 
lead poisoning).19 Generated and shared by health care providers, these reports help agencies detect threats, 
conduct surveillance, and design strategies to reduce their spread and impact. Public health agencies can use 
demographic information in case reports (e.g., age, sex, race, ethnicity, ZIP code) to identify communities and 
populations at heightened risk of different diseases and most urgently in need of public health intervention.

Lab reports are based on orders from health care providers on tests that a lab performs. Labs send results to 
state and local health departments when patients’ results are positive for conditions of public health importance. 
In some cases, negative test results are also reported for certain conditions, such as hepatitis C. Positive lab 
reports help public health agencies confirm the presence of a reportable disease, initiate investigations, and 
conduct surveillance of reportable diseases if agencies receive them before case reports. Public health agencies 
can identify emerging threats more quickly by analyzing lab test orders, which reflect preliminary diagnoses and 
can be reported days before the results are in.

Syndromic surveillance is often anonymous, derived from de-identified data captured during visits, admissions, 
discharges, and transfers in health care facilities, primarily emergency departments. This data includes patients’ 
chief complaints, such as shortness of breath or vomiting, and diagnosis codes. The system is designed for speed; 
it can enable officials to perform real-time monitoring of known health threats and detect and identify emerging 
threats earlier than they can with confirmed case and lab reports.

Immunization information systems collect data on individual vaccinations, especially for childhood vaccines. 
These systems are managed by states and local jurisdictions and help providers and health agencies track 
immunization rates, identify communities that may lack access to vaccines, and investigate cases and 
outbreaks of vaccine-preventable diseases. Patients and providers also use the systems to keep track of their 
immunization records.
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Figure 1

How Reportable Data Flows From Health Care to Public Health 
Agencies
Case, lab, syndromic surveillance, and immunization reports follow different paths

Note: This does not capture every possible actor or scenario. For example, health care providers and organizations may report 
data to their local health department, a health information exchange, or directly to the CDC; not all states send syndromic 
surveillance data to the CDC; some local health departments manage immunization information systems; and some states do 
not require all vaccination providers to report immunizations. In addition, this figure does not depict the flow of information 
back from public health agencies to health care providers.

© 2024 The Pew Charitable Trusts
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Automation: A Key Factor in Electronic Data Reporting

Electronic technologies can improve the flow of timely, standardized, and complete data, but not always. 
It depends on how states define “electronic,” if they do so at all. Some count fax and email as electronic 
technologies, even when these kinds of reporting require significant manual input. Automation is the key 
factor that makes electronic reporting optimally effective.

 • Often piggybacking on certified electronic health record systems, automated electronic data reporting 
requires limited to no manual input or reformatting from the health care entity sending the data. This 
can help ensure that the data is timely, standardized, and complete.

 • Some electronic technologies are partially automated. Web-based portals and digital spreadsheets 
(e.g., .CSV files), for example, may require providers to enter data manually but then allow public 
health agencies to receive it automatically in standardized formats for rapid processing and analysis.

 • Some electronic reporting processes feature no automation at all. This can include secure fax, email, 
or file transfers that require health care providers to manually input and transmit data to public health 
agencies, which must then manually reformat and reenter the data in their database. Manual input 
can introduce human error and delay analysis. 

The researchers defined automated electronic reporting for the report as an electronic data transmission 
from a reporter, such as an EHR or laboratory information management system, that integrates into a 
public health data system with minimal manual intervention. 

Many jurisdictions specify that automated electronic methods may be used to share data with public 
health agencies, but most still allow manual transmission. Some jurisdictions require automated 
electronic reporting for lab, syndromic surveillance, and/or immunization data; none mandates it for case 
reports. The findings in this report detail these differences.

How can public health agencies get the most value out of data?
To effectively detect, monitor, and prevent disease, public health agencies need data that is timely, standardized, 
and complete.20 

 • Timely. Infectious and environmental threats can spread quickly. Public health agencies need data in real 
time (or as close to it as possible) to effectively trace the spread of diseases, limit the population’s exposure 
to them, and anticipate surges in illnesses and deploy resources (e.g., ventilators, masks, tests, vaccines, 
medication) where they are needed most.

 • Standardized. To receive and analyze data quickly, public health agencies need it to be formatted 
consistently. This requires both sender and receiver to use interoperable technology (meaning different 
systems can exchange information seamlessly) and uniform conventions for labeling and recording data. 
When public health agencies receive information from multiple sources via different methods in different 
formats, it can take significant time, staff, and money to prepare the data for analysis and use.

 • Complete. Public health agencies can detect and prevent diseases more effectively if they have 
comprehensive and granular data (e.g., sex, race and ethnicity, vaccination status, ZIP code) that enables 
them to identify communities disproportionately threatened by a disease or most in need of care. More 
narrowly and immediately, public health agencies also need accurate contact information to conduct case 
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investigations, confirm illnesses, and identify risk factors; perform contact tracing; and connect people to 
treatment or prevention measures.

Automated electronic reporting helps ensure that data meets these criteria. For example, a North Carolina study 
found that, compared with manually submitted reports, ELR produced more accurate information and allowed 
the recipients to process the data more efficiently.21 A study in Florida found that ELR nearly halved the time from 
symptom onset to health department reporting for salmonellosis and shigellosis, two infections once commonly 
reported by postal mail.22 And researchers found that New York City’s immunization data was significantly more 
timely and complete when it was exchanged electronically using a common technical standard (HL7) compared 
with manual transmission.23 

How is health data regulated?
State oversight 
States set most policies related to the reporting of public health data. A mix of statutes, regulations, and agency 
policies dictates:

 • Who must report data (e.g., physicians, hospitals, doctors’ offices, urgent care providers, labs, veterinarians, 
schools). 

 • For which diseases or conditions reporters must share data (e.g., communicable diseases, environmental 
illnesses).

 • Time frame to report (e.g., immediately, 24 hours, seven days).

 • What types of data must be reported. 

 • To whom reporters must report data. 

 • The systems, methods, standards, and formats that must be used to report.

 • Patient privacy and confidentiality protections. 

 • Penalties for failure to comply with reporting requirements.

That said, states do not always specify each of these elements. And further, some local governments layer 
additional reporting requirements over state policies.

Federal oversight
The federal government has significant influence but limited regulatory authority over the management of 
health data. While health care providers are required to report certain diseases to state public health agencies, 
notification from state to federal public health agencies is voluntary. Three agencies within the U.S. Department 
of Health and Human Services play a direct role in national efforts to modernize public health data reporting.

The Office of the Assistant Secretary for Technology Policy (ASTP), formerly known as the ONC, influences the 
development of health IT tools and standards.

 • As a condition of certification, it requires EHR products to allow their users to electronically share 
standardized health data with public health agencies. 

 • It leads the development of the U.S. Core Data for Interoperability, which standardizes how data elements 
(e.g., name, address, diagnosis, treatment) are formatted, cataloged, and exchanged.

 • The office also oversees the Trusted Exchange Framework and Common Agreement, which provides 
a common set of legal agreements, infrastructure models, and governance structures that health care 
providers, health information exchanges, public health agencies, and other entities can use to share data.24
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The Centers for Medicare & Medicaid Services (CMS) sets Medicare and Medicaid reimbursement policies that 
require participating health care facilities and providers (e.g., hospitals, physicians) to send clinical data to public 
health agencies. 

 • Through its Promoting Interoperability Program and Merit-Based Incentive Payment System, Medicare 
provides participating hospitals and physicians with financial incentives to report case, lab, syndromic, and 
immunization data to state and local public health agencies.

 • During the pandemic, CMS required hospitals participating in Medicare and Medicaid to report COVID-19 
case and hospitalization data (e.g., admissions, occupied and available beds) to the CDC, either directly or 
through their state’s health department.25

The CDC has broad responsibilities to protect the public’s health, including by collecting disease surveillance data 
from a wide variety of sources and analyzing it to inform public health decision-making. For example:

 • The agency maintains national disease reporting systems populated by data from local and state health 
departments and provides those agencies with funding and technical assistance to improve their collection, 
analysis, and use of the information.

 • It provides funding and grants to state and local health departments for data modernization as well as 
disease surveillance, prevention, and control activities for a wide range of conditions; it may require data 
reporting as a condition of funding.26 

 • The CDC has developed a Public Health Data Strategy and is facilitating data sharing between health care 
providers and public health agencies via the Data Modernization Initiative, a multiyear effort started in 2019 
“to get better, faster, actionable insights for decision-making at all levels of public health.”27 It also develops 
and promotes data-sharing standards, such as HL7, which enables health care providers, health information 
exchanges, public health agencies, payers, and other organizations to securely share clinical data with each 
other even if they are using different electronic systems to manage and store the information.

Federal laws also set a floor for health privacy, chiefly via the Health Insurance Portability and Accountability 
Act of 1996 (HIPAA), which prohibits the disclosure of patients’ health information without their knowledge or 
consent. Balancing individual and societal needs, Congress designed the law with exemptions that allow health 
care providers, hospitals, and labs to share some patient information with public health agencies to prevent the 
spread of communicable diseases. Similarly, the Family Educational Rights and Privacy Act of 1974 protects the 
privacy of students’ education records, though it allows schools to share some data with health departments in 
cases of health and safety emergencies.28

Findings by data source
The next three sections present the findings of the legal analysis and interviews by data source: case and lab 
reporting, syndromic surveillance, and immunization reporting. Each section opens with some brief background 
information about the nature and value of the data source and presents key takeaways and action items. The 
complete findings follow, including jurisdictions’ general data-reporting policies and practices, its required 
reporters, required and acceptable reporting methods, how data flows from health care to public health, and how 
jurisdictions assess and improve data quality.

Case and lab reporting
When physicians first systematically reported diseases in the United States in 1874, they mailed postcards.29 
Since then, doctors, hospitals, labs, and other health care providers used telegrams, phone, and fax to report data. 
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Today, for labs, automated digital systems are mature and used widely, providing lessons and inspiration for the 
future of case reporting, which still relies heavily on fax and phone.

Compliant with HIPAA privacy protections, case reports from health care providers can include a patient’s name, 
contact information, race and ethnicity, symptoms, diagnoses, treatments, and outcomes.30 Lab reports come 
from labs and are usually generated when people test positive for a reportable illness; they typically include less 
information than a case report. As happened during the COVID-19 pandemic, labs are sometimes required to 
report negative results.31

Case and lab reports are inherently delayed as it takes time for people to be exposed to an infectious or 
environmental threat, develop symptoms, see a provider, get diagnosed and tested, and then have their case 
reported. Manual reporting causes further delays as the paper-based reports often lack key information and 
require people to transfer the data into public health databases by hand, which also introduces human error.32 

One promising solution is eCR, which automates the transmission of reportable data from EHRs to public 
health agencies. (See “Automation: A Key Factor in Electronic Data Reporting” on p. 10 for examples of what 
is automated and what is simply electronic.) Although most health care providers and organizations already 
use EHR systems to digitize their patients’ medical charts, eCR adoption is not as widespread, and barriers are 
slowing its adoption.33

Like eCR, ELR automates the reporting process, allowing labs to consistently and automatically transmit 
detailed, standardized data to public health agencies. Compared with eCR, however, ELR is more widely used. 
Case reporting made strides during the COVID-19 pandemic, and while eCR efforts have only recently gained 
momentum, the CDC has been supporting ELR in state and local health departments since 2010.34 All state 
health agencies have reported to the CDC that they receive at least some laboratory data via ELR.35

Public health agencies that rely on labs for data may be missing patients who 
have a reportable illness but did not take a lab test. In addition, lab reports 
often lack key details (e.g., race and ethnicity, onset date, outcomes) when 
providers do not share that information with labs or when labs cannot get it 
directly from patients.”

Key takeaways
 • Every jurisdiction requires case and lab reporting, but none requires eCR, three require generic (that is, 

not necessarily automated) electronic case reporting, three jurisdictions require ELR, and seven require 
generic electronic reporting for lab results. Automated electronic reporting is an optional method specified 
in statutes or regulations in two jurisdictions for case and in seven jurisdictions for lab. Almost every 
jurisdiction specifies in statute or regulation when data must be reported (e.g., within 24 hours of seeing a 
patient) and what data elements must be included (e.g., date of birth, sex, age, race/ethnicity).

 • While the pandemic effectively forced health care providers and public health agencies to adopt eCR for 
reporting and collecting COVID-19 data, these automated electronic systems are still not widely used 
for other reportable diseases.36 (See “Lessons Learned From the COVID-19 Pandemic” on p. 42 for more 
information about how states modernized eCR during the pandemic and are applying the lessons for other 
diseases.) Worse still, public health officials in many jurisdictions said that cases are underreported overall, 
with providers more likely to report cases of rare diseases or immediately reportable conditions. As a result, 
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public health agencies rely more on lab reports to create their internal cases, rather than requiring both 
case and lab reports. However, public health agencies that rely on labs for data may be missing patients 
who have a reportable illness but did not take a lab test. In addition, lab reports often lack key details (e.g., 
race and ethnicity, onset date, outcomes) when providers do not share that information with labs or when 
labs cannot get it directly from patients. 

 • Public health officials expressed concern that small and under-resourced providers often cannot afford to 
transition from manual to eCR-capable systems.

 • There are challenges with eCR on the receiving end as well. Officials in about half of the jurisdictions Pew 
interviewed said that, although health departments receive some eCR, they were not incorporating the data 
into their disease surveillance systems when the research for this report was conducted. A number of these 
jurisdictions described plans or current activities to use the data and eventually incorporate it into their 
disease surveillance systems.

 • Few respondents could specify or even estimate the proportion of case reports they receive electronically. 
Without this baseline data, health departments cannot know definitively whether their efforts to promote 
eCR—through requirements, investments, and/or incentives—are having the intended effect.

 • No jurisdiction requires eCR, but ELR is required in seven. Officials in about two-thirds of jurisdictions said 
they received 90% or more of their lab reports via ELR. Many respondents reported that timeliness of ELR 
was generally acceptable. Several jurisdictions reported receiving ELR in near-real time or daily from most 
labs. Only two reported receiving less than 70% of their lab reports via ELR.

 • Officials in many jurisdictions described technological challenges with eCR, including duplicate reporting, 
large file sizes, and lack of storage.

Action items
 • Jurisdictions should inventory their reporting capacities, statutes, regulations, and agency policies to 

identify opportunities to improve the quality of case data.

 • Federal and state policymakers should consider flexible electronic reporting policies for under-resourced or 
low-volume reporters.

 • Jurisdictions should build on the progress made during the pandemic to use eCR for COVID and expand 
it for reporting a broader range of diseases. The CDC reports that eCRs are being used to report a 
wider range of conditions beyond COVID-19 and is helping facilities implement eCR for more than 170 
reportable conditions.37
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Complete findings
How do states govern case and lab reporting?

 • Case and lab reporting is conducted in all 50 states and the District of Columbia, and every jurisdiction 
has statutes or regulations that require reporting of infectious and environmental diseases of public health 
concern. It is not optional in any jurisdiction. 

 • Every jurisdiction maintains a list of reportable conditions that must be submitted to the state health 
department via case reports or lab reports, or both. Forty-five set their lists in formal regulations while 
others maintain online lists in other published documents.

 • Almost every jurisdiction—49 for case and 45 for lab—specifies timeliness requirements for reports. In 
many jurisdictions, those requirements relate to specific conditions (e.g., immediately for anthrax, within 24 
hours for measles, within a week for flu, quarterly for methicillin-resistant Staphylococcus aureus).

 • Almost every jurisdiction—46 for case and 45 for lab—requires certain data elements such as name, 
address, date of birth, sex, or race and ethnicity in statutes or regulations. (See “Race and Ethnicity Data 
Across Use Cases” on page 41 for more information.)

 • Forty-one jurisdictions have both statutes and regulations pertaining to case reporting. The remaining 10 
have regulations only. Fifty have regulations related to lab reporting, and 36 also have relevant statutes. 

 ° In interviews, officials in 23 jurisdictions said that changing case and lab reporting requirements 
could be accomplished through the regulatory administrative process. Officials in five indicated that 
changing regulations in their state requires legislative approval or involvement.

 • Forty jurisdictions have enforcement mechanisms to penalize reporters for failing to comply with case and 
lab reporting requirements and related provisions (e.g., privacy and confidentiality). Two have enforcement 
mechanisms for not complying with case reporting requirements only. Penalties include fines, reports 
to medical licensing boards, or short-term imprisonment. However, no one we interviewed knew of any 
instances in which required reporters were penalized for noncompliance. 

 ° Respondents from several jurisdictions indicated that compliance with reporting requirements 
generally relies on strong relationships and communication with reporters. They said that informing 
health care facilities about data quality or reporting issues often improved the issues without any 
stronger action. 

 ° At least two jurisdictions reportedly work with the Clinical Laboratory Improvement Amendments 
program to address reporting issues via lab certification inspections and audits. 

 ° A few respondents described escalating reporting issues to agency leaders or sending letters to 
reporters to address reporting problems. 

 ° A few respondents indicated that incentives were preferable to penalties.
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Who is required to report case and lab data?

Providers

 • Every state and the District of Columbia require providers (physicians, nurses, and 
other clinical care professionals) to submit case reports.

 • Only two jurisdictions require providers to submit lab reports. Providers are not 
required to report lab results in the other 49.

Laboratories

 • Twenty-one jurisdictions require labs to submit case reports; 30 do not. 

 • All 51 jurisdictions require labs, including those within hospitals, to submit reportable 
test results.

Hospitals

 • Almost all jurisdictions require hospitals to submit case reports, with 45 listing 
hospitals as required reporters in statutes and regulations. Six do not list hospitals as 
required case reporters. 

Other reporters

Forty-seven jurisdictions require other individuals and organizations to report case data, 
including:

 • Schools and school officials in 37 jurisdictions. 

 • Child or day care centers in 30. 

 • Dentists in 21.

 • Correctional facilities in 14.

 • Pharmacists in 13.

 • Veterinarians in 10.
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Figure 2

Electronic Lab Reporting (ELR) Is Required in 3 Jurisdictions, 
Optional in 7
27 jurisdictions specify that reporters may use electronic methods
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Other required reporters include paramedics, emergency medical services, or emergency medical technicians; 
medical examiners or coroners; local health departments, officers, or boards of health; food or beverage 
establishments or handlers; and even broad categories using language such as “any persons with knowledge of 
disease.” States vary in where and how they specify these reporter requirements. For example, states may include 
paramedics, emergency medical personnel, and medical examiners within their definition of health care providers 
or list those entities separately from health care providers. States may require groups such as food or beverage 
establishments to report foodborne outbreaks specifically, while other states may require those same groups to 
report a broader set of illnesses.

How are case and lab data reported?
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Figure 3

2 Jurisdictions Specify That Electronic Case Reporting (eCR) Is an 
Optional Reporting Method, None Requires It
34 jurisdictions specify that reporters may use electronic methods
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Officials described how enabling and encouraging more automated electronic 
reporting—for example, through improvements to standards and EHR systems, 
and by offering financial incentives through Medicare—would more effectively 
improve reporting.”
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In policy

Automated electronic reporting

 • Of the four data sources covered in this research, eCR is in the earliest stages of 
widespread adoption both in policy and in practice. However, automated electronic 
reporting for lab reports (i.e., ELR) is required in state policy and used in practice  
most often.

 • For case reporting, no jurisdiction requires eCR and only two reference automated 
electronic reporting as a method in statute or regulation; the other 49 jurisdictions 
do not specifically include or exclude it. Thirty-four also allow electronic methods of 
reporting more broadly.

 • In interviews, officials in 15 jurisdictions offered that mandating eCR would not improve 
reporting within their state, compared with officials in 10 who said it would. Instead 
of requirements, officials described how enabling and encouraging more automated 
electronic reporting—for example, through improvements to standards and EHR 
systems, and by offering financial incentives through Medicare—would more effectively 
improve reporting.

 • For lab reporting, three states require ELR and seven specify that it is an optional method. 
Seven jurisdictions require that lab results be reported electronically without specifying 
automation, while 27 refer to electronic reporting as an option. Twenty-four jurisdictions 
allow lab reporting via fax (20), web portals (six), and/or email (two). This reflects how 
ELR has progressed compared with eCR and provides a model for state policymakers and 
health officials as they look to expand eCR.

 ° In interviews, officials in 20 jurisdictions said that mandating ELR would improve 
reporting within their state, compared with officials in 10 who said it would not.

 ° In states that require ELR, officials said it increased the flow of electronic data. One 
interviewee from a state with large commercial labs described how requirements 
there prompted those facilities to send ELRs to “a lot of other states as well.”

 ° However, other officials were also cautious about broad mandates for all reporters 
and preferred a tailored mandate that accommodates smaller and rural reporters. 
Indeed, a few jurisdictions require ELRs only from labs that exceed a certain 
threshold, such as 30 reports a month in one state. 

 ° As one official said, “In order to have a provider or an organization to report 
electronically, they first need to have the capacity. And if we make that regulation 
or make that rule [requiring ELR], what will happen to the small entity that doesn’t 
have the capacity to do so?” 

Web portal 

 • Web portals are an option for reporting case data in three jurisdictions. They are not 
specified in the other 48.

 • Six jurisdictions, including the three that allow web portals for case reporting, specify 
that labs can report via web portal.

Email

 • Reporters can use email to report case data in three jurisdictions and lab results in two. 
The remaining jurisdictions do not specify.
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Fax

 • Twenty-five jurisdictions allow case data to be reported via fax; 20 accept lab results via 
fax. The rest do not specify.

Mail

 • Mail is an option for reporting case data in 19 jurisdictions and for reporting lab results in 
16. The rest do not specify.

Telephone

 • Forty-six jurisdictions list telephone as a method for case reporting; 38 list it as a method 
for labs reporting. The rest did not specify.

 • Jurisdictions also require providers and labs to report suspicions of certain diseases (e.g., 
anthrax, measles, tuberculosis) to their state health department by phone within 24 
hours. Confirmed cases of other diseases may be required to be reported within 24 hours 
or other time frames, but not necessarily by phone.

Under-Resourced Providers Benefit From Flexible Data-Reporting Requirements

Certified EHR systems that enable eCR and ELR are complicated and expensive to purchase, install, and 
maintain. Some health care providers can invest in this technology and the workforce to manage it more 
easily than others. 

As one official said, “Smaller providers do not have the capacity for HL7 reporting or for establishing 
electronic case reporting … so we try to meet them in the middle. … We could accept, for example, comma 
delimited files [such as .CSV spreadsheets] or we set up a system where they could just enter the data 
directly to the system and it comes directly to us. We try to find ways to make it easier for them.”

Another official voiced a concern shared by others that rigid requirements could shut out some providers: 
“The concern with … mandating [ELR] from the smaller reference labs would be that we would essentially 
not get that data.” 

At the same time, health departments may lack the infrastructure to securely receive, process, and store 
electronic data from every reporter in their state. As a result, taking a stepwise approach to increase 
capacity gradually, as budgets and workforce allow, may be the most pragmatic course.

During the COVID-19 pandemic, the Texas Department of State Health Services started receiving a 
significant number of lab reports via fax, which normally requires staff to manually process and input 
the data from paper into databases.38 This was common across the country during the pandemic, as 
new, temporary facilities, such as pop-up sites, were reporting results but lacked the IT infrastructure of 
conventional labs to accommodate ELR.39 To meet reporters where they were, the agency developed an 
“eFaxing” system that automatically converted faxes into data that could go into the disease surveillance 
system. This ensured that every lab could report test results while also reducing the burden on public 
health agencies to manually review and input data from paper-based faxes. These intermediate 
improvements in reporting are valuable in special situations, but because eFaxing still requires labs to 
take additional administrative steps, facilities that report regularly at higher volumes would still benefit 
more from the faster, more automated data transmission that ELR offers.
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In practice
Although statutes and regulations require providers to report case data for all reportable diseases, many 
interviewees said that providers substantially underreport cases and are likely to report only cases of rare 
diseases or immediately reportable conditions. When public health agencies do receive case reports, providers 
commonly wait until after they get positive results from the lab to share case data, unless they are otherwise 
required to report when they reasonably suspect a patient has a reportable disease. As a result, case reports 
often arrive after lab results and with no new information. So, officials said that lab reports were their primary 
source of initial information about cases of disease. 

Because eCR is new in most states and providers report case data inconsistently by any means, few interview 
respondents were able to estimate the proportion of case reports they receive electronically. However, 
respondents said fax and telephone were the most common methods for case reporting, followed by web entry, 
and, rarely, email or paper mail.

Officials in almost all of the jurisdictions Pew interviewed said that they receive some data via eCR, but many do 
not fully use it. As a result, they are likely missing opportunities to use that data to improve disease surveillance, 
prevention, and control.

 • At the time of these interviews, about half of the officials said they were not incorporating eCR data into 
their surveillance systems. Only one-third said they bring eCR data into their disease surveillance systems 
and process that data for epidemiology programs to use for analysis. Expanding the use of eCR data into 
surveillance systems across all conditions requires significant investments of time and resources.

 • Officials in several jurisdictions said they stored eCR data outside of their surveillance systems, such as in 
other databases, where staff epidemiologists can access the data if needed to fill additional information 
(e.g., patient demographics) to advance case investigations.

 • Of the jurisdictions whose officials said they received eCRs for specific conditions, all received COVID-19 
reports. Many also received eCRs for mpox, a viral infection that the World Health Organization declared 
a public health emergency of international concern in July 2022.40 A few jurisdictions received eCRs for 
additional conditions, but no jurisdiction was receiving eCRs for all reportable conditions when this research 
was conducted. 

 • Several jurisdictions described the status of their eCR implementation as a test and validation or “parallel 
production” phase. They continue to use legacy reporting systems while they receive data via eCR in a test 
environment, evaluate data quality, and work out how that data might be integrated with existing case 
information.

 • Several jurisdictions said their surveillance systems were simply not technologically capable of receiving 
and processing eCR data. Some are waiting to implement new systems rather than incorporate eCR 
capabilities into their existing platforms. 

By contrast, officials in every jurisdiction interviewed reported receiving and using ELRs frequently, whether 
jurisdictions required it or not.

 • Officials representing about two-thirds of the jurisdictions Pew interviewed—with and without ELR 
requirements—estimated receiving 90% or more of their laboratory reports via ELR. 

 • Ten jurisdictions estimated receiving between 70% and less than 90% via ELR. 

 • Two estimated receiving less than 70% via ELR.
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National Platforms Facilitate Sharing of Case Reports Across State Lines

Because case reporting requirements differ from state to state, health care providers who treat patients 
from multiple states—for instance, a doctor in a tristate area—may be required to comply with multiple 
policies using different mechanisms to report different diseases under different timelines to different 
health departments. To help providers overcome these challenges, the CDC has partnered with the 
Association of Public Health Laboratories (APHL) and the Council of State and Territorial Epidemiologists 
to establish two platforms—the APHL Informatics Messaging Services (AIMS) and Reportable Condition 
Knowledge Management System, which together route data to the appropriate jurisdiction.41 

This relieves providers of the burden of navigating multiple jurisdictions’ policies and ensures that those 
jurisdictions receive the data they need to detect, prevent, and control disease. Many officials reported to 
Pew that they rely on AIMS’ centralized eCR reporting infrastructure.

How does data flow to public health agencies?
 • Many jurisdictions require case and lab reports to go straight to their state health department. Many other 

jurisdictions require case and lab reports to go to local health departments first, which then submit them 
to the state health department. Two jurisdictions allow case and lab reports to go to local and state health 
departments concurrently. In some jurisdictions, providers can report to state or local agencies.

 • Many jurisdictions that described their reporting structure said regardless of whether the eCR and ELR 
must go to state or local health departments first, they can be made available to both at the same time. 
With simultaneous access for state and local public health entities, health care providers can fulfill their 
legal requirement to report diseases to either jurisdiction by sending data to the centralized system. 
Several interview respondents also noted that, although eCRs were submitted to state agencies, manual 
reports were more likely to go to local health departments first, especially where local health departments 
play a key role in case investigation and might have strong relationships with local providers. One 
benefit of automated electronic systems is that they can transmit data to state and local departments 
simultaneously without increasing the burden on health care providers; this ensures that agencies at 
both levels have timelier, more complete, and more accurate data to better detect, prevent, and control 
diseases in their communities.

 • In many jurisdictions, reporters can connect to a health information exchange (HIE) to facilitate case and 
lab reporting. Compared with eCR, this practice is more common for lab reports, which is consistent with 
their higher proportion of ELR reporting.

What data quality issues challenge health departments?
Interview respondents described a variety of issues that undermine the quality of electronic case and lab data 
they receive and their ability to analyze and use it. 

 • eCR

 ° Duplicate and erroneous reports are often triggered by outdated information in patients’ history. 

 · One official estimated that up to 40% of their state’s eCR data were duplicate records. 

 · Erroneous reports might be triggered by updates or changes to the health record that prompt 
EHR systems to automatically generate new reports for the same illness. As one official 
described it, “The disease of interest was diagnosed four years ago and yet it’s still [marked 
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as] an active problem in the person’s health record. … And you’re like, whoa I need to look at 
this. And then you spend time looking through this like massive PDF that they sent you and you 
realize, oh, they had TB in 1998. Great. … And then they come back in for a recheck and you see 
their chart again because, guess what, their TB from 1998 is still showing up.”

 ° Officials also noted that EHRs may send patient information unrelated to the reportable condition, 
raising privacy concerns.

 ° Because eCRs are large files, duplicate and erroneous reports increase data storage costs, which can 
be prohibitive for under-resourced health departments.

 ° Respondents noted that a lack of national standards often drives data quality issues. This is consistent 
with recommendations from numerous entities working on data modernization at the national level, 
such as the Health Information Technology Advisory Committee and the CDC Advisory Committee to 
the Director Data and Surveillance Workgroup.42

 • ELR

 ° Many respondents reported issues with completeness and accuracy of key data elements, including 
patient contact information, addresses, race, and ethnicity, and identified these elements as active 
areas for improvement. Patients’ phone numbers and addresses are critical for contact tracing or 
further investigation and for accurately determining jurisdiction, which is usually based on where a 
patient lives. 

 · Several respondents also reported issues with appropriate use of standardized codes for 
reporting lab tests and results. These codes are key for identifying the disease or condition the 
report is about, determining the geographic location of outbreaks or clusters, accurately and 
automatically processing reports into state surveillance systems, and ensuring the data can be 
analyzed and used by epidemiologists. 

 · Many respondents reported that timeliness of ELR was generally acceptable. Several 
jurisdictions reported receiving ELR in near-real time or daily from most labs. 

During the COVID-19 pandemic, Michigan’s Department of Health and Human Services observed that lab reports 
were often missing race and ethnicity data and other key details necessary to track the disease in different 
communities and populations.43 By publishing report cards that compared the completeness of lab reports, the 
agency stoked “friendly competition” and incentivized labs to submit more complete reports and freed up staff to 
focus on core public health functions rather than assessing and improving data quality.

What are states doing to ensure data quality for eCR and ELR?

Existing messaging standards

 • Many interviewees reported using the HL7 standard for eCR, known as eICR (electronic initial case report). 

 • For ELR, most respondents reported using HL7 standards, with many specifically citing the HL7 Version 
2.5.1 Implementation Guide for ELR. Several said they also accepted the older 2.3.1 standard, converting to 
the current version in their own systems. 

 • For ELR, respondents also reported different approaches to promoting standards. Several jurisdictions 
described their approach as strict, adhering closely to the requirements or applying additional requirements 
beyond the national HL7 implementation guide. The same number of jurisdictions described their approach 
as more permissive, enforcing fewer requirements than the national standard. Interviewees described a 
tension between strict adherence to the standard to prevent data quality issues downstream and being 
permissive to avoid missing reports and discouraging reporting. 
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 ° One example of different approaches relates to the use of standard terminology for lab tests and 
results. The HL7 implementation guide calls for the use of two common sets of codes to standardize 
the way specific lab tests and results are reported. Labs, however, often use their own local codes in 
their systems, which they must manually translate to those common codes before reporting them to 
their health departments. A few officials said that their states strictly require labs to adhere to those 
common codes, whereas officials in two jurisdictions said health agencies accepted local lab codes 
and performed the manual translation themselves.

Onboarding new reporters

For eCR and ELR, the process of onboarding new reporters is a critical point for testing initial connections 
between providers’ and state health departments’ systems, assessing data quality, and preventing issues once 
reporting goes live. 

 • Many jurisdictions reported that the CDC onboarding team handled setup for connections to AIMS for 
eCR as well as initial validation. A few jurisdictions described performing additional validation for reports 
after onboarding. 

 • For ELR, many jurisdictions described extensive validation checks and testing during onboarding to ensure 
that messages adhere to the HL7 standard and key data elements are populated correctly. 

 • At least two respondents reported having disease domain experts check the data to ensure accuracy  
and usability.

 • A few jurisdictions described a period of parallel production after going live. If they find that a reporter’s 
manual data matches its ELR data, the lab can stop sending manual reports and rely solely on ELR. 

Monitoring data quality

Interview respondents described different approaches to monitoring ongoing data quality. 

 • Data quality practices for ELR were well established. Many respondents reported using routine validation 
checks, often automated, to ensure that incoming messages conform to HL7 standards and that essential 
data elements are complete before incorporating data into their surveillance systems. 

 • Several jurisdictions described manual elements to ELR data quality processes, particularly for handling 
errors identified by validation checks. Staff review messages that fail these checks and can manually correct 
them or follow up with labs to correct them. Reports submitted in a .CSV format often require more manual 
review and cleaning than HL7 messages. 

 • Many respondents reported monitoring ELR data feeds for reporting volumes and frequencies, looking for 
any drops or changes in established patterns according to reporting facilities and reportable conditions. 
Several of these jurisdictions also reported using dashboards or reports to assist with this monitoring and 
notify staff about changes. 

 • Several respondents said that their jurisdictions are still working out data quality processes for eCR. 
Officials also described data quality processes for eCR that were similar to those used for ELR, including 
validation checks for conformance to standards and completeness of critical data elements and monitoring 
of reporting volumes.

Improving data quality

Most respondents described working with providers and facilities to improve data quality, stressing the 
importance of communication and strong relationships with partners to facilitate better reporting. 



25

 • Officials in several jurisdictions said they provided feedback to reporters on their own data quality via 
report cards or dashboards, comparing their performance with other facilities or state averages.

 • A few respondents said they tried to fill missing data elements (e.g., contact information, race) by matching 
to other available data sources, such as an HIE with patient demographic data, state drivers’ license 
databases, and online address verification services. 

 • States are working to improve automated integration of ELR into disease surveillance systems through 
technical workflows and validation rules. Although states manage most infectious disease data in 
integrated disease surveillance systems, some also have separate, siloed systems for specific conditions, 
such as sexually transmitted infections, that may require manual steps to incorporate ELR data.

Syndromic surveillance
Syndromic surveillance is designed to be an early-warning system for urgent threats. It received renewed 
attention in the wake of the 9/11 and anthrax attacks of 2001.44 Coinciding with the development of electronic 
data systems, syndromic surveillance benefits from automated, real-time data reporting with little to no work 
required from health care providers once they connect to the system. 

Local, state, or national syndromic surveillance systems collect patient data when providers—mostly doctors and 
nurses in emergency departments*—see, admit, transfer, or discharge patients.45 The information is anonymized 
and includes some combination of patients’ chief complaints, symptoms (e.g., sore throat), signs (e.g., 
temperature), diagnoses, demographic details, and location.46

The system is designed for speed. It can often take days or weeks to test and diagnose a patient, and longer 
still for the related case and lab data to reach a public health agency. By comparison, because syndromic data 
is based on symptoms and signs that define a syndrome (e.g., influenza-like illness), data can be generated and 
reported more quickly than other types of public health reporting.47 

State and local health departments expanded their syndromic surveillance capacity after the CDC began 
redesigning its BioSense program in 2010.48 BioSense has since evolved into the National Syndromic Surveillance 
Program (NSSP). Many jurisdictions use the analytic tools and services within NSSP’s cloud-based BioSense 
Platform to track seasonal influenza-like illnesses and were able to build on this experience to provide critical 
information about COVID-19 symptoms during the pandemic.49 States have used the data for a wide range of 
purposes, including to improve support for people experiencing homelessness in the state of Washington, to 
understand and mitigate the impact of wildfire smoke on the public’s health in Oregon, and manage a dengue 
outbreak in Florida with smarter mosquito-control strategies.50 

By monitoring for spikes in syndromes or other trends, officials have been able to identify and respond to 
threats quickly and develop targeted interventions and messaging to address the health conditions facing their 
communities (e.g., wildfire smoke, exposure to chemical hazards in occupational settings). One official described 
syndromic surveillance as “a very robust tool for a lot of nontraditional public health issues—drug overdoses, 
suicide, heat stroke—things where there’s no case-based reporting. There’s no lab test to do and so it’s getting 
utilized more and more beyond traditional situational awareness.”

* Syndromic surveillance can also include data from urgent care centers, poison control centers, emergency medical service 
agencies, and other providers.
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Key takeaways
 • Compared with case, lab, and immunization reporting, syndromic surveillance comes with the fewest 

reporting requirements; only 13 jurisdictions mandate syndromic surveillance reporting (mostly by 
emergency departments). This excludes jurisdictions that collect syndromic surveillance data under 
authorities established through broader statutes or regulations. Participation is higher: Of the jurisdictions 
whose public health officials Pew interviewed, about two-thirds reported receiving syndromic data from 
75% or more of the emergency departments in their state.

 • Officials in many jurisdictions said that the Centers for Medicare & Medicaid Services’ Promoting 
Interoperability Program effectively incentivized hospitals to report syndromic surveillance data.

 • Even though patients are increasingly visiting urgent care clinics instead of emergency departments, only 
three jurisdictions require these facilities to report syndromic surveillance data.51 Without broader reporting 
requirements, state health departments may be missing opportunities to detect and respond quickly to 
emerging threats. Interviewees said that a main barrier to expanding urgent care reporting is the cost to the 
state for establishing connections and onboarding these facilities.

Action items
 • States’ public health agencies should measure the participation of urgent care centers in syndromic 

surveillance reporting and consider—to the extent these places provide a significant and growing 
proportion of emergency care—whether new policies or initiatives are needed to encourage or require more 
urgent care centers to report syndromes.

 • State public health agencies should take an inventory of their reporting capacities, statutes, regulations, and 
policies to identify opportunities for increasing the reporting among eligible health care facilities where no 
data has been recently sent to the NSSP BioSense Platform.52
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Complete findings
How do states govern syndromic surveillance reporting?

Figure 4

4 Jurisdictions Require Automated Electronic Reporting for 
Syndromic Surveillance, 2 Specify That It Is Optional 
4 jurisdictions specify that reporters may use electronic methods

© 2024 The Pew Charitable Trusts

 • While almost all jurisdictions have active statewide syndromic surveillance programs, two state public 
health agencies interviewed had limited programs, one that covered symptoms for a few conditions only 
(e.g., COVID-19) and another in which data was reported in only some counties. 

 • Most syndromic surveillance data is provided voluntarily. Only 13 jurisdictions require statewide syndromic 
surveillance reporting. Three have statutes or regulations that enable their state health department to 
establish a syndromic surveillance system, but these laws either do not mandate reporting or only specify 
that the health authority may require reporting. Pew’s count excludes jurisdictions that collect syndromic 
surveillance data under authorities established through broader statutes or regulations.

 ° Four jurisdictions explicitly require providers to report syndromic surveillance data via automated 
electronic means, while four require generic electronic reporting.
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 • Officials in 10 jurisdictions that did not already require syndromic surveillance reporting said that instituting 
a reporting requirement would improve reporting within their state, whereas officials in eight believed 
that it would not, in part because participation was high already and incentivized by CMS’ Promoting 
Interoperability Program. 

 • In interviews, officials in five jurisdictions said that requiring syndromic surveillance reporting could be 
accomplished through the regulatory process. Officials in two indicated that they would probably need 
legislation to require syndromic reporting. 

 • One state includes a list of specific syndromes in regulation. Others provide a list of syndromes on 
their websites or in nonbinding guidance. Limiting the symptoms, signs, and syndromes that should be 
reported may prevent public health departments from tracking conditions of interest and identifying 
unexpected threats.

 • Five of the 13 jurisdictions that require syndromic surveillance reporting specify data standards in statute 
or regulation. It is more common for states to communicate required standards via onboarding and 
implementation guides. States may benefit from the more common approach, which enables public health 
agencies to adapt to new standards and technologies.

 • Five of the 13 jurisdictions that require syndromic surveillance have an enforcement provision in statute 
or regulation. However, no one shared instances in which reporters were penalized for not complying with 
data-reporting requirements.

Who is required to report syndromic surveillance data? 
Of the 13 jurisdictions that require reporting:

10 require it 
from emergency 

departments

3 require it from 
urgent care facilities

2 from inpatient 
facilities

2 from health  
care providers

In practice, state public health officials reported that they receive syndromic surveillance data most often from 
emergency departments, less often from urgent care centers, and least often from outpatient clinics.

 • Emergency departments

 ° Of the 43 jurisdictions whose public health officials Pew interviewed, about two-thirds reported 
receiving data from 75% or more of the emergency departments in their state.

 ° Only one state official reported receiving less data than that; the remaining responses were not 
specific enough to further categorize. 

 ° Several jurisdictions did not specifically comment on the presence of emergency department data, 
though the majority of these reported receiving hospital data that likely encompassed emergency as 
well as inpatient data.
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 • Urgent care

 ° At the time of these interviews, only one jurisdiction reported receiving data from 75% or more of the 
available urgent cares. 

 ° Several jurisdictions reported receiving limited urgent care data. Some had invested in building 
electronic connections to urgent cares in communities that lack an emergency department or urgent 
cares affiliated with hospitals or health systems that were also providing emergency department data. 

 ° Urgent care participation may increase in the coming years, as several jurisdictions reported that they 
are working to expand relationships with and connections to these facilities. 

 ° Two jurisdictions, however, explicitly reported difficulty in previous expansion attempts, including 
legal limits to current authorizations. Officials said cost may be a barrier to getting small and 
independent urgent care clinics to connect with syndromic surveillance systems. It is important to 
note that CMS’ Promoting Interoperability Program does not incentivize urgent care centers to report 
syndromic surveillance data.

Urgent Care Centers Can Be a Vital Source of Syndromic Surveillance Data 

Urgent care centers could be a growing source of syndromic data. A 2022 literature review conducted 
by researchers at the University of California-San Francisco found that urgent care visits increased 
substantially from the late 2000s to the late 2010s and that the increase was associated with a drop in 
emergency department visits.53 A 2021 study found that “having an open urgent care center in a ZIP code 
reduced the total number of ED [emergency department] visits by residents in that ZIP code by 17.2%.”54 
If states have limited authority to compel urgent care facilities to provide this data, they may miss 
opportunities to detect emerging threats and estimate the burden of illnesses.

 • Outpatient clinics

 ° Several jurisdictions reported receiving data from a subset of outpatient clinics, particularly those that 
are part of or affiliated with hospitals or health systems. 

 ° One agency reported that it lacked authorization to require outpatient clinics to report syndromic 
surveillance data.

How does data flow from reporters to public health?
Syndromic surveillance data usually ends up in the NSSP BioSense Platform and with state health departments, 
but the data takes different paths depending on how states govern the reporting process.

 • Of the 13 jurisdictions that require syndromic surveillance reporting, about half use their own platform, 
while in the other half, reporters submit data directly to the NSSP BioSense Platform, which states can then 
access and analyze. 

 • Officials in 28 jurisdictions, including those with and without reporting requirements, described their 
respective state’s NSSP BioSense reporting structure. Consistent with the legal analysis, slightly more than 
half said they collect and manage syndromic surveillance data before routing it to the platform, while the 
others reported that they established direct connections to that platform.
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States Can Benefit if They Collect Syndromic Surveillance Data Directly From Hospitals 

States that rely on the data reported directly to the NSSP BioSense Platform may have access to less 
data than states that use their own platform and can require or encourage the reporting of data elements 
that are relevant to each jurisdiction’s particular health issues. Officials from one state agency noted 
that collecting data directly from providers rather than from BioSense helped them tackle specific health 
issues that required more detailed data than what the platform could provide, including special studies 
related to injury and violence prevention programs. 

 • Facilities may report data first to a HIE, a third-party platform that serves as an electronic hub for different 
organizations to share data, including with the NSSP BioSense Platform. States employ HIEs in a variety of 
ways: for example, to supplement data that public health agencies need from health care providers, send 
clinical information securely across providers who see the same patients (such as primary care providers 
and specialists), or enable an emergency department to quickly access patient medical records.55

 ° Respondents in many jurisdictions said that HIEs supported reporting, including several that did so for 
a substantial proportion of data. 

 ° Several jurisdictions explicitly reported an absence of HIE involvement in syndromic surveillance.

How do states ensure data quality?
Respondents described a variety of methods to monitor and improve the quality of syndromic surveillance data.

 • Data quality efforts typically begin with the onboarding process, when health departments help health care 
providers connect their EHR platform to the state’s syndromic surveillance system and ensure that the 
automated messages are coming through consistently, quickly, and accurately. 

 ° As one respondent noted, establishing syndromic surveillance connections is the first opportunity for 
health care facilities to demonstrate that their data conforms to technological and formatting standards. 

 ° Seven jurisdictions identified challenges related to onboarding, noting that the process is often 
lengthy and time-consuming, and can be burdensome for both the department and the provider 
or facility reporting data, that switching vendors sometimes complicates the process, and that the 
processes and standards required are not always clear and can be difficult to communicate  
to providers.

 · As one official said, onboarding “can take about one to two years sometimes. So, it would 
be nice if you could have some kind of requirement or … time constraint about how long an 
onboarding process or vendor switch can take, because a lot of times during these vendor 
switches, we will experience the syndromic outage [a period during which a facility is not 
reporting syndromic data]. So, we don’t have complete coverage over all of our counties right 
now or all of our facility region.”

 · Another official said onboarding required more funding: “With COVID, [funding] got better but 
prior to COVID it was very minimal. … It takes a lot of training and time to get someone to the 
point where they can even be comfortable doing these sorts of activities.”
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 ° To support participation in the NSSP, state agencies rely on national messaging guidelines developed 
by the CDC’s Public Health Information Network (PHIN).56 Used during onboarding, this PHIN 
messaging guide incorporates standard HL7 message formats.

 · A few respondents acknowledged receiving syndromic surveillance data in an older version 
of the HL7 standard or otherwise not adhering as strictly to the standard. For example, one 
respondent described giving less experienced facilities “leeway because, as the state, we have 
to collect the data.” As the respondent explained, they “accept some data that is not up to par, 
per se” while they work with facilities to upgrade and improve their submissions. 

 • After onboarding, state agencies use a mix of ad hoc and systematic methods to ensure that facilities 
continue to report data of sufficient quality. 

 ° For example, one respondent mentioned reaching out “if a facility stops sending a variable that I find 
useful” so the facility knows it needs to reconnect and send that data. 

 ° Another respondent described an automated method using a computer program to make sure 
required data is present. 

 ° Many respondents found NSSP tools useful and reported reviewing their data summary dashboards 
to ensure they were receiving sufficiently detailed data from all facilities with which they were 
connected. However, the frequency with which respondents assess data quality varied dramatically, 
with some monitoring daily and others quarterly. 

 ° Respondents also reported that they use dashboards from HIEs and other vendors involved in data 
transmission to assess data quality.

 ° One respondent felt confident that their general monitoring could ensure the timeliness of everything 
that arrived and the inclusion of the chief complaint but did not think the state agency had sufficient 
insight into information that might be missing. As this respondent explained, “If they don’t send it, we 
don’t know.” 

 ° Another respondent said staff were so focused on onboarding new facilities that they did not have 
time to work with existing reporters to improve data quality. 

Many respondents found National Syndromic Surveillance Program tools 
useful and reported reviewing their data summary dashboards to ensure they 
were receiving sufficiently detailed data from all facilities with which they 
were connected. However, the frequency with which respondents assess data 
quality varied dramatically, with some monitoring daily and others quarterly.”

Immunization reporting
After a measles outbreak claimed dozens of children’s lives and sickened more than 27,600 others from 1989 
to 1991, public health leaders concluded that more illnesses might have been prevented if doctors could have 
more easily determined when their patients were missing vaccinations.57 Within a few years, state and local 
health departments began establishing Immunization Information Systems (IIS), originally termed immunization 
registries, to confidentially and electronically record vaccinations administered by health care providers within 
their jurisdiction.58
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In addition to helping providers identify which vaccines their patients have received and still need, the data also 
helps public health officials identify communities and populations with inadequate vaccine access, determine 
if vaccination rates for certain diseases are low, and plan interventions and allocate resources to increase 
immunizations. By the time of the COVID-19 vaccine, many IIS enabled providers and public health officials to 
manage vaccine administration and supply.59

These systems are now used in every U.S. state and territory and some cities. The CDC required providers 
participating in the agency’s COVID-19 vaccination program to report the vaccinations to their jurisdiction’s IIS or 
another CDC-designated system.60 Under normal circumstances and for all other vaccinations, each IIS operates 
according to a unique set of its jurisdiction’s policies, differing in terms of whether reporting is required or 
voluntary, who must report, which vaccinations they must report and what details they must include, how quickly 
and by what method they must report, and how health departments manage the immunization data and ensure 
its quality, among other variables. 

Key takeaways
 • Officials in almost every state estimated that most immunizations are electronically reported—50% to 

95% via automated electronic systems and 8% to 50% via web portals. Unlike case reports, a small portion 
of data is transmitted via other, more labor-intensive means such as fax. This tracks with policy: State 
statutes and regulations most commonly cite electronic reporting as an acceptable method for submitting 
immunization data. In addition, several jurisdictions reference automated electronic reporting and web 
portals as acceptable reporting methods. However, automated electronic reporting is optional and not 
required by statute or regulation.

 • Policies may not reflect the full range of vaccination providers or vaccinated individuals. However, practices 
focused on enabling or encouraging electronic immunization reporting and data exchange across states, 
along with decades of efforts among practitioners to standardize IIS reporting, have contributed to high 
percentages of children, adolescents, and adults whose data is in their jurisdiction’s IIS.61

 • The HL7 standard is designed to facilitate data reporting, but its implementation can affect data quality. As 
a result, respondents had mixed opinions about its impact. Roughly a third of the officials who expressed an 
opinion regarding HL7 said it produced better data, a third said it undermined data quality, and a third said 
it had no impact.

Action items
 • Because immunization data comes from multiple sources, jurisdictions with narrow reporting requirements, 

such as those that specify certain types of health care providers and settings or reporting for some ages, 
may not capture all immunizations being administered in the state, despite robust reporting in their IIS. 
Jurisdictions should examine how their immunization reporting requirements and activities to improve 
electronic reporting align with where and from whom people are receiving vaccinations. For example, if 
schools and workplaces are administering a significant proportion of vaccines but represent a smaller 
proportion of electronic reports, jurisdictions could consider what balance of policies and practices can 
most effectively increase the quantity and improve the quality of immunization data they receive.

 • Jurisdictions should assess the extent to which vaccine providers are using manual tools to report 
immunizations and identify opportunities to help providers—particularly low-volume and under-resourced 
providers—go digital.
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Complete findings
How do states govern immunization reporting?

 • Immunization reporting is required in some form in 45 jurisdictions and voluntary in three. Seven 
jurisdictions specify automated electronic reporting as an option, but none requires reporting via that 
method. Five require reporting via generic electronic methods.

 ° While almost all jurisdictions enable adults to determine whether their data is reported to the IIS—
either by allowing them to opt out of data sharing or by requiring them to explicitly opt in—several 
mandate reporting without giving adults the option.

 • Of the 45 jurisdictions with immunization reporting requirements, 34 have requirements for all ages; 11 
require reporting for children’s immunizations alone.

 ° States that require reporting for children’s immunizations alone vary in how they define ages  
of children.

 ° In interviews, a few respondents identified newborns as a particularly difficult population in which to 
track vaccinations because the child might not have a name when vaccines are administered (e.g., 
when newborns are immunized against hepatitis B). Hospital staff sometimes enter generic names 
(for example, “Baby boy”) into the hospital record and never update the record to reflect the child’s 
given name before the EHR closes the health encounter and submits the vaccination record to the IIS. 
Because these records are designed to help patients and providers keep track of immunizations, the 
records have little to no value if they lack a valid or correct name. 

 • Several jurisdictions have requirements for specific immunizations. Examples of this include reporting 
requirements specifically for COVID-19 vaccines, publicly funded vaccines, or vaccines administered during 
a public health emergency.

 • Nearly every state has statutes or regulations that address immunization reporting; 30 address it in statutes 
and regulations, 13 in statute only, and five by regulation only. Only three have neither.

 ° In interviews, officials in 13 jurisdictions said that changing immunization policies would require 
legislative approval or involvement to change statutes. Officials in 10 jurisdictions said they could 
shift policy through the regulatory process, though two indicated that their states’ regulatory process 
would require legislative approval or involvement.

 • In almost all jurisdictions, immunization data is reported straight to the state department of health. One 
state allows immunization data to be reported to local health departments concurrently with the state 
department, and a few jurisdictions have unclear reporting structures. 

 • Forty jurisdictions have immunization statutes and regulations that specify confidentiality or privacy of data 
shared, though jurisdictions also have policies that apply to medical and public health data broadly, along 
with laws governing privacy and confidentiality that may affect immunization data exchange. Seven do not 
list policies that address the confidentiality of immunization data. 

 • Eighteen jurisdictions have enforcement mechanisms for providers who are not in compliance with 
reporting requirements. These most often consist of fines and fees, with some jurisdictions specifying  
that noncompliance could result in a misdemeanor. No one Pew interviewed reported issuing fines or 
other penalties. 
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Who is required to report immunization data on individuals?

37 jurisdictions require 
pharmacists

32 require health  
care providers 15 require hospitals

11 require schools, school 
boards, or school officials

8 require child or day  
care centers

7 require insurers or  
health plans

Some jurisdictions also broadly require reporting from anyone who is authorized  
to administer vaccines or who administers publicly funded vaccines.
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How is immunization data reported?

Figure 5

7 Jurisdictions Specify That Automated Electronic Reporting Is an 
Option for Immunizations, None Requires It 
14 jurisdictions specify that reporters may use electronic methods

© 2024 The Pew Charitable Trusts

 • Fourteen jurisdictions’ statutes or regulations refer to electronic reporting as an acceptable method for 
submitting immunization data, and five require it. Seven other jurisdictions describe automated electronic 
methods as an option for reporting in statute or regulation. As previously stated, none requires it. Electronic 
reporting methods are not mentioned at all in 24.

 ° Officials in 15 jurisdictions said that requiring electronic reporting for immunizations would not 
improve data within their state. Officials in five believed that it would. 
Officials who did not want requirements pointed to capacity issues for small and rural providers. 
As one said, “We have a couple of rurally located public health facilities that serve a very small 
population of patients, and they only give a few vaccinations a month. And for them to purchase an 
EHR that would allow them to do electronic documentation and electronic data reporting really just … 
doesn’t make sense for their facility.”

 • Seven jurisdictions cite web portals as an option for reporting. These systems require manual data entry by 
the reporting vaccine provider.
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 • One jurisdiction’s statute refers to mail as an acceptable method of reporting immunization data, one state 
refers to fax, one refers to telephone, and none refers to email. 

 • Twenty-two jurisdictions do not specify any method of transmission. This includes jurisdictions where 
reporting is required and where it is voluntary.

 • In practice, officials in almost every jurisdiction shared that they most often received data via automated 
electronic reports and other electronic reporting methods such as web portals. They estimated that: 

 ° Automated electronic reports accounted for about 50% to 95% of all immunization submissions from 
health care providers.

 ° Web portals accounted for an estimated 8% to 50% of all immunization received from providers.

 ° Faxes, spreadsheets, and batch uploads made up 5% or less of the total volume of immunization 
submissions for any one state’s IIS.

 • Many jurisdictions specify in guidance that health departments can receive immunization data via an HIE. 
Three jurisdictions specify that in statute or regulation. Other jurisdictions do not specify that HIEs can play 
this role but also do not disallow it. 

 ° In practice, the officials Pew interviewed said that reporters often use HIEs, though responses ranged 
from estimating less than 5% of all electronic submissions in one jurisdiction to 100% in another.

 ° In interviews, officials from several jurisdictions stated that the HIE only transported the message. 
In other jurisdictions, however, HIEs may store the data, giving public health agencies access to 
technology tools readily available in an HIE, such as business intelligence software programs to help 
analyze or visualize immunization data. Although their capabilities differ, during the pandemic, some 
HIEs augmented the data by using their master patient indexes (comprehensive, accurate lists of 
people who receive health care services in their geographic areas) to prevent duplicate records in the 
IIS and to add new data elements, such as race and ethnicity, to the immunization record.62

Of the officials in 41 jurisdictions that participated in interviews about 
immunizations, 35 confirmed that doctors can query their IIS to see patients’ 
history of vaccinations, but providers cannot do so in six jurisdictions. … If 
doctors can only submit immunization data to an IIS but cannot query the 
system for their patients’ vaccine records, then they cannot identify which of 
their patients need vaccines—a core problem that IIS were designed to solve.”
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Figure 6

How Immunization Data Flows From Providers to Public Health 
Agencies
States take different approaches to reporting

Note: Batch = proprietary file upload; EHR = electronic health record; HIE = health information exchange; HL7 = Health Level 
7 (IIS data exchange standard); interface = electronic connection, which could be an HL7 message, but one is not required; IZ 
Gateway = the CDC’s Immunization Gateway, which facilitates IIS-to-IIS data exchange.

© 2024 The Pew Charitable Trusts

Health care providers submit vaccination data directly to the IIS via an HL7 messaging standard connection or 
through an intermediary, such as an HIE or EHR vendor transmission hub (that is, a technical solution offered 
by an EHR vendor to collect data from various users of the EHR, combine that data, and report via a single data 
connection). Providers can also use a web portal administered by the public health agency to directly enter 
immunization data or submit batch files.

HIE or hubWeb portal

EHR, HL7 message

Immunization
provider

HL7 message

IZ Gateway

IIS A IIS B

Manual 
data 
entry

InterfaceBatch



38

How do states govern access?

Bidirectional access to data 

A concept known as bidirectionality means that data is available to health care providers who administer and 
report vaccinations as well as to local or state health departments that receive the data. If doctors can only 
submit immunization data to an IIS but cannot query the system for their patients’ vaccine records, then they 
cannot identify which of their patients need vaccines—a core problem that IIS were designed to solve.63 

 • Of the officials in 41 jurisdictions that participated in interviews about immunizations, 35 confirmed 
that doctors can query their IIS to see patients’ history of vaccinations, but providers cannot do so in six 
jurisdictions.

 • Many jurisdictions have statutes or regulations that grant people access to their own immunization data or 
prescribe methods for them to access it. One specifies that patients can access their immunization data via 
the IIS. Other jurisdictions do not allow patients to access the IIS specifically, but do provide methods for 
them to get their own data sent to them. 

 • Officials in several jurisdictions described successes with new consumer access portals that allow 
individuals to access their own or their children’s immunization records and determine when they are due 
for a vaccine. 

 • One official described the value of bidirectionality: “It’s always a burden on our health care providers in July 
and August trying to pull kids’ records. I think this really allows parents to take that step and to see ahead 
of time what kids are due for and what their school reporting requirements are. … That’s great for our health 
care providers that maybe can have an easier time this summer and also great for [patients] who can see 
what they’re due for and what their vaccine record looks like.”

Interstate data exchange 

When Americans receive vaccinations in more than one state, their records may be stored in multiple IIS. 
Patients, providers, and public health officials can benefit from accessing out-of-state data to assess their own, 
their patients’, or their populations’ vaccination status. 

Exchanging data across states lines can be technologically challenging, however. IIS may use different hardware 
and software, collect different data elements, and record and format data differently. One solution is IZ Gateway, 
the CDC’s centralized data hub that enables state health departments, federal agencies, health care providers, 
and patients to share immunization data.64

 • In interviews, respondents from a few jurisdictions said they use the IZ Gateway, although the CDC 
reported in May 2023 that 60% of all jurisdictions were using the tool to exchange data with each other.65 

 • One state limits the immunization data it shares with the federal government, allowing only specific 
purposes of sharing IIS data. 

 ° As one official described their state statutes: “It talks about sharing, using information in that system 
for the benefit of public health, for the benefit of the registry, for the benefit of [the state]. And so, we 
interpret that very literally, and if we cannot see a clear, straight line [that] sharing this information 
with the CDC is going to … enhance and improve our service … we’ve denied requests from our 
federal partners for that information.”

 • To supplement the immunization records of the veterans in their state, a few state officials reported that 
they had recently connected to the Department of Veterans Affairs (VA), which administered about 7.4 
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million COVID-19 vaccines, according to a January 2023 report from the Office of the Inspector General of 
the U.S. Department of Health and Human Services.66 However, these states are in the minority: According 
to the same report, as of January 2021, only 12 of 56 state and local immunization programs reported that 
they received individual-level vaccination data from the VA.

 ° An official from one of the states said, “This collaboration with the national VA gives us daily data in 
real time. That helps with the continuum of care, and we can provide a better service to providers.”

 ° Another official described the role that the CDC played: “I will give kudos to CDC and their IZ 
Gateway project because, for the first time ever starting just a couple of months ago, we are now 
getting data from the Veterans Health Administration. We have 10 or 11 facilities that serve our VA 
population that have never reported to the IIS before, and we are getting their data now through the 
IZ Gateway and with CDC’s provider jurisdictional data exchange initiative.”

One example of interstate cooperation, from Massachusetts and Rhode Island, has been ongoing since the 
spring of 2022.67 Because they share a border, they also have significant populations that live in one state but 
receive care in the other. And like many states, their IIS had gaps in patients’ vaccination histories. They started 
the partnership by assessing the extent to which they could fill in the COVID-19 vaccination records of people 
tracked in Massachusetts’ immunization system using information in Rhode Island’s immunization system. The 
initial analysis found that the data exchange could increase the completeness of COVID-19 vaccination records 
for 62,782 patients.

Respondents from almost all jurisdictions reported using HL7 as their 
electronic messaging standard. As several respondents reported, this allowed 
them to use an HL7 implementation guide to maintain quality by setting rules 
for required or optional data elements.”

How do states ensure data quality?

Messaging standards 

 • In interviews, respondents from almost all jurisdictions reported using HL7 as their electronic messaging 
standard. As several respondents reported, this allowed them to use an HL7 implementation guide to 
maintain quality by setting rules for required or optional data elements. 

 • Respondents in many jurisdictions said their systems sent error reports to health care providers when 
they had errors of varying degrees of severity. For example, “fatal” errors result in the rejection of the 
immunization message, and “informational” errors communicate to the submitter about the absence of 
optional data elements after an IIS accepted a message. Error reports could also summarize data quality 
results with immunization message submitters via a web page or other feedback mechanism.

Timeliness

 • Respondents in many jurisdictions reported that they monitor the time between when a vaccine 
was administered and when it was reported to the IIS. These include jurisdictions without timeliness 
requirements.

 • Respondents in many jurisdictions reported that they cross-referenced the inventory of vaccines released 
to a particular provider and the doses that provider recorded in the IIS. Health departments can use that 
information to determine whether providers are sitting on unused products and to identify communities 
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with disproportionately low rates of access to vaccines. However, at least two respondents said that they 
could not perform inventory analysis for vaccines that are purchased and distributed commercially, as 
opposed to those purchased and distributed by the government, such as immunizations covered under the 
Vaccines for Children program.

 • Beyond this research, studies indicate that immunization data was more likely to be accurate and timely if it 
was reported electronically using the HL7 standard.68

Variation in data quality

Respondents had divergent opinions regarding the value of receiving data via HL7 feeds: 

 • Respondents in several jurisdictions found that HL7 electronic feeds from providers (for example, EHR or 
HIE) produced better data because, as intended, these feeds use a standardized format that allows data to 
be more easily processed and analyzed.

 • Several others, however, reported that HL7 feeds produced lower-quality data or required more time to 
correct errors or erroneous data feeds. For example, HL7 messaging feeds often come from health care 
providers that administer high volumes of vaccinations, and the data from these vaccinations often comes 
from a single EHR system. When the EHR undergoes routine upgrades, it can introduce errors that affect 
millions of immunization messages.

 • A similar number of respondents found that HL7 feeds and other reporting methods, such as web entry or 
batch files, produced equivalent levels of data quality.

Even With Standards, Data Quality Remains a Challenge 

Past evaluations of IIS statutes and regulations across the nation have highlighted how varying 
requirements pose challenges for the exchange of high-quality data.69 Efforts to improve data quality 
have largely centered on practices to standardize and monitor incoming data and resolve issues that 
arise.70 Automated electronic reporting is a solution to some but not all data problems. As many 
interviewees expressed, data quality remains an issue, even when the information is transmitted 
electronically in compliance with HL7. Indeed, American Immunization Registry Association wrote in an 
August 2022 paper: “It is possible for a message to meet HL7 standards while having low data quality. 
Likewise, it is possible for a message to have high data quality without fully meeting HL7 standards.”71 

Improvements in data quality

 • Many jurisdictions have data quality teams that actively monitor and assess vaccine data using dashboards 
or scorecards or by manually examining submissions. 

 • One respondent identified the American Immunization Registry Association’s Data at Rest program as a 
means to measure the completeness, validity, and timeliness of immunization data. The program allows 
state health agencies to submit de-identified vaccination data to the American Immunization Registry 
Association for data scoring, the results of which the IIS can use to improve data feeds.72
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Race and Ethnicity Data Across Use Cases

The U.S. health system does not serve all Americans equitably. Indeed, biased systems and policies deny 
people access to clean air and water, livable wages, health care, and other basic needs—and, as a 
result, health inequities emerge.73 That’s why public health agencies collect race and ethnicity data: to 
identify these inequities and design interventions to narrow them. Federal agencies, including the ASTP, 
CDC, and CMS, are taking steps to address them as well. 74 Indeed, equity is central to the 10 essential 
services of public health.75 As a result, public health organizations have published recommendations to 
improve the collection of race and ethnicity data.76

In policy, this means:

 • Forty jurisdictions require race or ethnicity data be included in case reports and 34 require it in lab reports.

 • Many require it for immunization reports. 

 • Several require it for syndromic surveillance.

In practice, among the jurisdictions whose officials answered questions about race and ethnicity data:

 • All reported collecting data on race and ethnicity through case and lab reporting. 

 • Almost all reported collecting race and ethnicity data for immunizations. 

 • Several reported collecting race and ethnicity data for syndromic surveillance.

Despite these requirements, however, respondents shared concerns about the quality of race and 
ethnicity data.

 • Officials in many jurisdictions reported issues with incomplete data, particularly from lab reports. 

 • Race and ethnicity data might not be present on lab requisition orders from providers, and labs 
do not have direct access to patients and cannot ask them for race or ethnicity information. In 
the HL7 implementation guide for ELR, race and ethnicity fields are required but can be empty, 
meaning that reporters must send relevant data if they have it but can omit the field and still 
conform to the standard. 

 • A related issue: Officials reported that providers can report race and ethnicity as “unknown” or 
“other,” resulting in data that is technically complete but not informative. Interview respondents 
did not quantify the magnitude of missing information, but a 2022 Council of State and Territorial 
Epidemiologists study estimated 74% completeness for race and 65% completeness for ethnicity 
in COVID-19 case data and 29% completeness for race and ethnicity in ELR for COVID-19.77 
Officials in a few jurisdictions reported that they are working with labs to encourage reporting and 
limiting the use of hard-coded options such as “unknown” in the race/ethnicity field that allow 
reporters to submit incomplete data.

 • One respondent said eCRs could be used as a potential source of improved race and ethnicity data 
in lab reports because this information is more likely to be recorded in a patient’s EHR than in a lab 
information system.

Additional findings by topic area
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 • One respondent said that the HL7 implementation guides limit valid values for race and ethnicity 
fields in immunization reports, which makes it difficult for states to collect race and ethnicity values 
with a level of granularity that might better represent the vaccinated population.

 • Officials from at least two jurisdictions said they worked with reporters to increase completeness and 
standardize the race and ethnicity data they receive in syndromic surveillance reports.

Adapting quickly is good, but proactively anticipating is better. Rather than 
reacting to the next pandemic after it hits, state public health agencies 
should take steps to update statutes, regulations, agency policies, practices, 
infrastructure, and expertise today.” 

Lessons Learned From the COVID-19 Pandemic

The COVID-19 pandemic created many challenges for public health data reporting. First, the proliferation 
of COVID testing and immunization sites increased the number of labs and health care providers that 
needed to report test results and vaccinations, including entities such as long-term care facilities, 
correctional facilities, schools, and mobile sites that did not have the technical capacity to send 
standardized data in electronic formats. Additionally, many state public health agencies struggled to keep 
up with the unprecedented volume of reports, which was exacerbated by national requirements to report 
all test results, not just the positive ones. (Understanding the proportion of negative and positive tests 
was an important public health indicator during the pandemic.78) On top of that, public health agencies 
in general have not had access to the millions of results from point-of-care tests that people took—and 
continue to take—at home.

The pandemic drove a significant increase in the use of eCR for reporting COVID-19. Whereas fewer than 
200 health care facilities used the technology in March 2020, that number grew to more than 41,700 
in all 50 states and two territories, as of Sept 25, 2024.79 In addition, the widespread use of ELR during 
the pandemic enabled public health agencies to count and report millions of test results per day.80 These 
experiences provide lessons for states to improve automated electronic reporting overall.

One example of progress during the pandemic comes from Idaho, where the Division of Public Health 
is using eCR to improve the detection and treatment of multisystem inflammatory syndrome in 
children (MIS-C).81 This condition is associated with COVID-19 and may not show up in lab results and, 
subsequently, the lab data reported to public health agencies. Idaho children are often treated in the 
state’s sole children’s hospital in Boise or across state lines in Salt Lake City, where eCR is widely used. 
The interstate exchange is facilitated by nationwide eCR infrastructure. As a result, Idaho’s public health 
agency receives 85% of its notifications about MIS-C via eCR. 
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 • Batch uploads and web portals can serve as effective, interim solutions for providers who do not have 
access to automated electronic reporting systems.

 • Many jurisdictions created an option for reporters to submit lab results via .CSV spreadsheets, 
leveraging the national flat file template or their own formats to allow reporters to complete a 
spreadsheet that could be converted to ELR messages accepted by the state.82

 • Many jurisdictions included .CSV reporting in their definition of ELR because the health 
department receives the data electronically, even if the process of reporting remains manual on 
the provider side.

 • Several jurisdictions also created specialized COVID reporting mechanisms, such as web portals 
for direct data entry or uploading results in bulk for point-of-care testing or facilities unable to 
create HL7 messages. 

 • Several jurisdictions mentioned using SimpleReport, a free, web-based tool developed by the CDC 
and the United States Digital Service and launched in early 2021 for reporters to manually enter 
test results and send them to public health as HL7 ELR.

 • State officials described how they changed their reporting protocols to accommodate mass 
vaccination clinics, long-term care facilities, and other nontraditional reporters that do not have 
the infrastructure to report immunizations via automated electronic means. For example:

 • One jurisdiction allowed reporters to share large files with multiple records (e.g., via 
Microsoft Excel spreadsheets) rather than submitting individual reports for each 
immunization. As the official said, “Our flat file module during COVID really helped with the 
timeliness of all the vaccinations getting into the system. … I think that was an extremely 
great thing for mass clinics and providers [that they] did not have to immediately add 1,000 
shots into the system. They could just upload the file.”

 • Another state tailored systems for day care centers and school nurses that enabled providers 
to not only share data more easily but also to monitor population-level trends, such as the 
student body’s immunization rates.

 • One official described how they worked with community nursing facilities—which lacked 
the IT infrastructure and staff to buy expensive electronic reporting systems—to develop a 
system that scanned their paper records and auto-generated and transmitted HL7 messages. 
“It’s weird, but it works,” the official said.

 • The collection of race and ethnicity data can be improved. 

 • Several jurisdictions changed their implementation guides (that is, instructions for submitting 
immunization data to the IIS) to require race and ethnicity data in immunization reports. 

 • One official described how they harnessed social and demographic data from the state’s health 
information exchange to identify “geographic and racial and ethnic disparities in COVID and 
COVID vaccination.”

 • Another official reported some progress: “We were able to dramatically improve our race data for 
COVID. … I think it’s hopefully helping to … serve as a guiding light for how we’re trying to work 
with data-modernization efforts and to improve reporting and data completeness overall.”
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 • States can respond quickly to emerging threats when necessary.

 • Several jurisdictions changed existing reporting rules or issued emergency orders to require 
electronic reporting of COVID-19 lab results and vaccinations. Several other jurisdictions began 
mandating submission of syndromic surveillance data through emergency regulations, launched 
new surveillance focused on COVID-19 symptoms or related ICD codes (a standardized set of 
codes that health care providers, insurers, and other health care stakeholders use to classify 
diseases, symptoms, and other health-related issues), added new data to their feeds, or 
onboarded additional reporting facilities.

 • Some officials said that COVID-19 accelerated their onboarding of facilities or expansion of 
activities for syndromic surveillance, but a few others said that the pandemic kept staff too busy 
to onboard new reporters and undertake other efforts related to improving syndromic surveillance 
for their state. 

 • A few jurisdictions reported setting up separate surveillance systems to handle the high volume 
and unique reporting requirements for COVID data. 

Adapting quickly is good, but proactively anticipating is better. Rather than reacting to the next pandemic 
after it hits, state public health agencies should take steps to update statutes, regulations, agency 
policies, practices, infrastructure, and expertise today. If state public health agencies continue to build 
progress now, it will enable them to continue advancing data modernization, not only during the next 
pandemic but on a day-to-day basis for more routine disease detection, prevention, and response.

Opportunities for action
Based on its findings, Pew has identified the following opportunities for federal and state policymakers, health 
care providers, and public health practitioners to improve data sharing.

States should assess their baseline reporting capacities and policies. While some data-sharing barriers 
are common across jurisdictions, each state faces its own particular balance of challenges and opportunities. 
To improve the quantity and quality of data they receive from health care providers, state public health 
agencies first need to measure their own baseline performance and then prioritize areas that need the most 
improvement, develop and implement evidence-based policies and strategies, and track progress. State public 
health agencies should also review the improvements they made to electronic reporting during the COVID-19 
pandemic and identify actions for sustaining that progress. This is especially important for case reporting, which 
needs more overall improvement than other data streams in most states. The CDC and groups such as the 
Public Health Informatics Institute, as part of Data Modernization Initiative activities, have made tools available 
for such assessments.83 

Sustaining data exchange and quality requires ongoing maintenance and validation; state officials should 
optimally be able to regularly evaluate the capacity and capability of providers that report data and the public 
health agencies that receive it. Metrics can include the volume and quality of data being reported, such as 
timeliness, standardization, and completeness (especially inclusion of the patient’s contact information and race/
ethnicity data). States can also measure the extent to which under-resourced and low-volume reporting providers 
can use automated electronic reporting systems or other options, and the capacity of public health agencies to 
receive, store, and analyze data. With this information, states can develop more tailored and effective strategies 
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for increasing, improving, and sustaining the data that flows from health care to public health agencies. Officials 
would benefit from comparing the quality of their state’s data, the maturity of their reporting infrastructure, 
funding and staffing levels, and data-sharing and related privacy policies to that of peer states—and then 
connecting with and learning from peers that are either experiencing or have already addressed similar issues. 
Clearly understanding their state’s particular strengths and needs is also critical for officials as they invest in 
public funding for public health data modernization. States can also share their baselines with federal agencies to 
inform national data-modernization efforts.

The experience of the Minnesota Department of Health demonstrates the value of assessing the volume and 
quality of automated electronic reports. During certain months of the COVID-19 pandemic, it measured the 
intake of more than 20, 000 electronic initial case reports per month.84 It further determined that reports it 
received and evaluated included a high proportion of complete data on gender, race, and phone number.

Federal and state policymakers should consider flexible electronic reporting policies for under-resourced or 
low-volume reporters. Rather than requiring providers to use tools they cannot afford, some jurisdictions allow 
providers that fall below reporting-volume thresholds (e.g., fewer than 30 lab reports per month in one state) to 
use alternative technologies such as web portals and batch uploads (e.g., .CSV files). These options are not fully 
automated like eCR and ELR, but they still enable public health agencies to receive the data in a standardized 
format that requires less manual processing than data submitted via fax, email, or phone. Web portals and batch 
uploads also require less investment and technical expertise from providers.

As they promote the development and adoption of automated electronic reporting systems, federal policymakers 
at the CDC, CMS, and ASTP and state policymakers should continue to examine the extent to which under-
resourced and low-volume reporting providers can comply with reporting requirements and consider how blanket 
reporting requirements can exacerbate health inequities. For example, if under-resourced providers in rural 
areas cannot report data, public health agencies may not be able to design programs that effectively address 
health concerns in those communities. Federal and state policymakers should also work with providers, public 
health agencies, and other stakeholders to set more flexible policies that may not make automated electronic 
reporting universal but nevertheless incrementally improve reporting from all providers. Particularly as they move 
toward certifying aspects of public health systems, federal agencies should also examine how some state public 
health agencies themselves are under-resourced and lack access to the technological infrastructure and staffing 
to collect, analyze, and store more electronic data. Over the long term, policymakers should also address the 
underlying inequities that deny health care providers access to the resources they need to invest in electronic 
reporting systems.

The federal government and public health agencies should collaborate well to ensure that data modernization 
accommodates as many different agencies and providers as possible. Health care providers and public 
health agencies are modernizing systems to exchange data in different ways. During the pandemic, local health 
departments reported a staggering array of systems that varied in sophistication to manage and exchange data.85 
State health departments also have methods for exchanging data that span from nascent to highly mature.86 
Even when providers and health agencies use the same standards, the quality and completeness of the data they 
exchange can vary significantly. This can happen when health care providers and health agencies implement 
standards into different legacy systems—akin to variations in performance that may emerge if two people try to 
run the same new operating system on two different 25-year-old computers. These circumstances contribute to a 
wide range in how states and localities electronically exchange data. 

As the federal government leads efforts to facilitate, streamline, and further standardize public health data 
exchange, the CDC and ASTP need to ensure that improvements are based on what health care providers 
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and public health agencies can viably achieve. Yet, providers and public health agencies have limited capacity 
to modernize their own data exchange systems, let alone capacity to proactively and robustly participate in 
these federal efforts to strengthen data-sharing policies, processes, and standards. Federal, state, and local 
governments should help these stakeholders participate meaningfully in efforts such as the Data Modernization 
Initiative. In addition, data exchange partners should take advantage of those opportunities to evolve and build on 
existing standards that facilitate data exchange through interoperable systems. 

Conclusion
Without timely, complete, and standardized clinical data from health care providers, public health practitioners 
are struggling to detect, prevent, and treat some of America’s most pressing health threats. New technologies can 
improve this flow of information, but practical, financial, legal, and technological barriers are standing in the way.

Fortunately, there is cause for optimism. For example, although case data is still shared too often via fax and 
phone, the widespread use of ELR and the rapid adoption of eCR for COVID-19 shows that it is possible to 
automate and digitize case reporting broadly. States also developed novel solutions during the pandemic to 
improve the collection of case, lab, and immunization data. And even though syndromic surveillance reporting 
is required in only 13 jurisdictions, participation is high nationwide—and public health agencies are using it in 
innovative ways to address a wide variety of diseases and conditions for which the system was never designed.

Health care providers and public health agencies are modernizing their data infrastructure and reporting and 
collecting more data using automated electronic systems, and they must keep this momentum going. While each 
state has particular strengths and needs, and there are few one-size-fits-all solutions, the following actions could 
help states determine which next steps are right for them:

 • Taking an inventory of their data-reporting statutes, regulations, agency policies, and practices to identify 
where they are robust and where they need to improve and using that information to drive change.

 • Ensuring that under-resourced health care providers who cannot afford automated electronic reporting 
systems can still use other tools that allow them to share timely, complete, and standardized data, while, 
over the longer term, helping those providers adopt modernized data systems.

 • Identifying the extent to which nontraditional health care providers such as urgent care centers, 
pharmacies, and schools are generating valuable data but are not reporting it.

 • Actively participating in federal data modernization initiatives—and encouraging local health departments 
to do the same—to ensure that these efforts meet the diverse needs of each state and community.

When Benjamin Franklin said an ounce of prevention is worth a pound of cure, he wasn’t far off. By some 
estimates, every dollar spent on public health yields about $14 in health care savings—not to mention the 
incalculable benefits for people who stay well. By dedicating time and resources to modernize their public health 
data infrastructure, states can harness the power of health information to design even more informed, effective, 
and equitable interventions that bolster public health’s already significant return on investment.87
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Methodology 
State policy scan
Pew contracted with Mathematica to review and catalog policies (both administrative and statutory) in all 50 
states and Washington, D.C., regarding the use of electronic data exchange in case reporting, lab reporting, 
syndromic surveillance, and immunization information systems. 

From May through August 2021, researchers examined three aspects of public health data reporting:

1. Statutes, regulations, and agency policies that govern reporting and set forth requirements for who, what, 
when, and how information should be reported. 

2. Technical requirements and methods for public health data exchange. 

3. Information about the systems used by public health agencies to receive, track, and analyze data.

Mathematica established a search strategy based on keywords for each use case and a hierarchy of sources, 
prioritizing state and local health agency websites and using national sources and other general literature 
available via public search engines to fill gaps as needed. 

One member of an 11-person research team conducted a primary search for the keywords for each use case 
in each state or local jurisdiction, and another member of the team performed a secondary review to confirm 
findings and fill gaps. A senior member of the team reviewed for quality assurance. Two subject matter experts 
who were not embedded in the project team conducted an additional quality assurance review of the first 13 state 
or local jurisdictions to evaluate the effectiveness of the search strategy. 

Mathematica staff analyzed findings by documenting and categorizing pertinent details from sources based on 
research questions developed for the three aspects of public health reporting described above. Mathematica 
subsequently tabulated categories and produced reports summarizing state policy findings for Pew. 

Public health agency interviews
To validate the findings of the policy scan and gain practitioners’ perspectives on challenges and opportunities 
related to improving public health data reporting, Mathematica interviewed 266 state epidemiologists, 
immunization registry managers, informatics managers, health department legal counsels, and other public 
health officials in 48 jurisdictions between October 2022 and April 2023. Mathematica conducted interviews 
with legal counsels in 22 jurisdictions, with surveillance program staff in 43 jurisdictions, and with immunization 
program staff in 41 jurisdictions. Mathematica developed a structured interview guide based on research 
questions developed for the three aspects of public health reporting described above. Questions for legal counsel 
were focused on verifying findings from the state policy scan while questions for surveillance and immunization 
program staff centered on current practices in receiving public health data. Core components of questions 
about case, lab, syndromic, and immunization data were largely the same, such as those that asked respondents 
to describe their state’s organizational structure for reporting or efforts to monitor compliance. However, the 
interview guide was also tailored to reflect each state’s laws and type of reporting. Pew, the Council of State 
and Territorial Epidemiologists, and the American Immunization Registry Association reviewed and provided 
feedback on the interview protocol before interviews began. 

A team of eight interviewers, initially working in pairs, conducted the interviews. Most interviews were recorded 
and professionally transcribed; when necessary, a second interviewer took long-form notes instead in the rare 
instances when respondents preferred not to be recorded. Researchers who did not conduct the interviews 
then coded relevant passages in the transcriptions or notes based on a pre-defined coding scheme established 
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to identify the type of data (e.g., case, lab) and specific topic (e.g., data management, reporting methods 
requirement and experience) addressed in each passage. A separate team of three Mathematica and three Pew 
staffers reviewed coded passages to identify and summarize themes using NVivo qualitative analysis software. 

Because of differences in follow-up questions between interviews, this report includes the relative prevalence 
of observed themes more commonly than a numerical count of how often specific phenomena occurred (see 
Table 2). 

Term Prevalence

Few 3-4

Several 5-10

Many 11-30

Most 31-37

Almost all 38 or more

Table 2

Common Terms for Measuring Prevalence of Themes From Interviews

© 2024 The Pew Charitable Trusts

Verification
Pew provided officials opportunities to verify the content and interpretation of their jurisdiction’s policies. 

Mathematica developed jurisdiction-specific documents (policy summaries) with information it obtained during 
the policy scan. Each policy summary contained details on (1) laws and regulations governing reporting; (2) 
required reporting entities; (3) reporting methods specified by law; (4) whether automated electronic reporting 
is required by law; (4) privacy and consent requirements; and (5) enforcement mechanisms specified in law. 
Mathematica verified policy summaries either via email exchange with legal counsel or in discussion with them 
during the public health agency interviews.

Following verification, Pew and Mathematica additionally reviewed all policy summaries and made revisions 
where inconsistencies existed; for example, summaries that indicated emergency departments as required 
reporters for syndromic surveillance, despite the absence of any syndromic surveillance requirement specified in 
statutes or regulations in that state. Revisions were supported by published policies, interview findings, or both. 
Mathematica contacted all jurisdictions with previously verified summaries, either to provide an opportunity to 
review any revisions or reconfirm the summary in instances where no revisions were made. 

Pew also conducted additional rounds of fact and data checks of all report content between 2023 and 2024 
to ensure that findings from the policy scan and interviews were supported by relevant language contained 
in statutes, regulations, and transcripts. Finally, two external reviewers—one with expertise in epidemiology 
practices at health departments and one with expertise in public health law—provided feedback on this report. 
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Limitations
Policy findings in this report reflect relevant language specified in statutes or regulations pertaining to case, lab, 
syndromic, and immunization reporting. 

While policy scans included statutes, regulations, and agency policies focused on case, lab, syndromic, and 
immunization reporting, the research did not comprehensively capture relevant or applicable mentions of public 
health reporting in, for example, broader hospital licensing and data privacy laws or other authorities not further 
specified in regulation. 

Internal standard operating procedures were established to consistently search keywords and apply inclusion and 
exclusion criteria for relevant language. However, the variation of where keywords appeared in text, along with 
ambiguity of language that at times surrounded keywords, may have still led to variations in applying inclusion 
and exclusion criteria. 

Although lawyers were involved in verifying state summary policies and reviewing report content, lawyers were 
not involved in developing the research questions or conducting the policy scan and final fact and data checks. 
Therefore, policy findings in this report do not necessarily reflect the full range of requirements states may 
establish that are based on (1) legal interpretations of laws; (2) how laws are implemented in jurisdictions; (3) 
laws beyond those that specifically pertain to case, lab, syndromic surveillance reporting, and immunization 
reporting; or (4) other administrative policies or guidance. Also, while Pew staff made every effort to ensure that 
policies described in this report were current as of spring 2023, jurisdiction may have implemented new policies 
or practices that are not reflected in this report. 

Pew and Mathematica asked all jurisdictions to verify our interpretation of relevant statutes and regulations. We 
were not able to obtain state policy verification from the following jurisdictions: Arizona, the District of Columbia, 
Florida, Idaho, Illinois, Iowa, Kansas, Maine, Massachusetts, Nebraska, New Hampshire, New Jersey, North 
Dakota, Oklahoma, South Carolina, Texas, Wisconsin, and Wyoming. Mathematica pursued interviews with 
health officials in all 50 states and Washington, D.C., but we were not able to conduct any interviews in Maine, 
Wyoming, or Kansas. 

Key informant interview findings may be subject to biases (e.g., recall, information) that could have been present 
during the public health agency interviews or data analysis, despite efforts to standardize the approach and 
processes for each stage. Although our interviews covered topics related to jurisdictions’ exchange of data with 
local, territorial, and tribal governments, we interviewed only state and District of Columbia officials and thus this 
report does not reflect the perspectives of local, territorial, or tribal institutions.
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